Using the DeviceMaster UP with Ethernet/IP to Load and Test the
Loopback Plug Sample Code

This document will walk you through the complete process of setting up and testing the DeviceMaster UP running
Ethernet/IP firmare version 4.10. This guide is written using a ComtrolLogix 5550 PLC running version 15 with a
DeviceMaster UP 1 port running Ethernet/IP version 4.10 firmware.

This guide is designed to set up a very basic configuration and test data written from the PLC to the DeviceMaster, from the
DeviceMaster to the Loopback Plug, from the Loopback Plug back into the DeviceMaster, from the DeviceMaster back to the
tag file in the PLC.

Section 1 Using the sample code for Serial Port Testing

Chapter 1 (page 2): Import the loopbackExampleTagWrite.L5K

Chapter 2 (page 6): Configure I/O Controller

Chapter 3 (page 10): Configure the ladder of the loopbackExampleTagWrite
Chapter 4 (page 20): Load the Project to the PLC

Chapter 5 (page 22): Configure the DeviceMaster

Chapter 6 (page 34): Data Confimration

Chapter 7 (page 38): Determination of STX and ETX

Section 2 Using the sample cde for Ethernet Socket Testing

Chapter 1 (page 40): Configure the DeviceMaster for an Ethernet Device
Chapter 2 (page 48): Setting up PuTTY

Chapter 3 (page 50): Change the Project’s MainRoutine for an Ethernet Device
Chapter 4 (page 56): Confirmation of Socket Data Transfer

Section 3 Trouble Shooting and Support Assistance

The IP addresses used in this document will start by showing a default IP address which will then be modified to show the IP
address of my devices. My PLC is 192.168.2.40. My DeviceMaster UP is 192.168.2.11

Use the loopbackExampleTagWrite.L5K file imported into the PLC.

See pages 16 and 17 of the Quick Start Guide to configure the write aspects at
ftp://ftp.comtrol.com/dev_mstr/up/software/ethernetip/docs/ethernet ip quickstart.pdf

If you are not doing writes, these pages can be ignored.

In this document we will not be changing the data that is written, but will allow the program to continuously write the same
data to the DeviceMaster which will resend the same data back to the PLC.

Version 1.0


ftp://ftp.comtrol.com/dev_mstr/up/software/ethernetip/docs/ethernet_ip_quickstart.pdf

Import Sample File
Back to top

Start by importing the loopbackExampleTagWrite.L5K at:
C:\comtrol\EtherNetIP\Examples\loopbackExampleTagWrite.L5K
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Open or import a praject file

Click the “File” drop down menu and select Open

Open/import Project
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Click the drop down arrow to browse.

Path to C:\comtrol\EtherNetIP\Examples\loopbackExampleTagWrite.L5K
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Highlight Comtrol and press Open.

Once Comtrol has been selected, select the EtherNetlP folder
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In the EtherNetIP folder select Examples and click Open

Select the loopbackExampleTagWrite.L5K file
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Save Imported Project As
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Click on Import

Creating tag: SendConfighisg

Wait for the process to complete.



Configure 1/0O Controller

Back to top

You should now show something like this:
¢ RSLogix 5000 - ComtrolClx in loopbackExampleTagWrite. ACD/[1756-L1]

File Edit Wew 3Search Logic Communications Tools ‘Window Help

B|a| S| &|=|f o]

Offline . = RUM E

Mo Forces b F Ok qP

NoEdis B o A H et | ] [ |4 >
ll 1 | v | Favorites £Bf A TimeriCourter A INpUOUTELE & Compare

ntroller Comtr
4 Controller Tags
[C3 controller Fault Handler
[T Power-Up Handler
-5 Tasks
=455 MainTask
C& MainPragram
“.-[3 Unscheduled Programs
=-E5] Mation Groups

s Ungrouped Axes
[ Trends
=5 Data Types
- User-Defined
Cﬂ, Skrings
- Predefined
- Module-Defined
=-E5 1j0 Configuration

‘o ] [3]1756-ENET /A EnetEridge

Type 1756-L1 CortrollogixsSs0 ...
Description
Zlat 1]
dajor Faul
tdinor Fault

4 M| ] ¥

7
It should show the IP address of your PLC in place of 192.168.2.40 in the example above as that is my PLC IP address.




¥ RSLogix 5000, - ComtrolClx in loopbackExampleTagWrite. ACD/[1756-L1]
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Go to the I/O Configuration and select your Ethernet controller. Right click on it and select Properties.



¢t RSLogix 5000 - ComtrolClx in loopbackExampleTagWrite. ACD [1756-11]
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This object will need modifications from the defaults which are shown here.



it RSLogix 5000 - ComtrolClx in loopbackExampleTagWrite. ACD [1756-1.1]*
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Change the IP address to be the IP Address of your PLC.
Change the Slot and Revision nhumber to match your equipment

Click on Apply
Click on OK




Configure the Ladder of the loopbackExampleTagWrite

Back to top

z RSLogix 5000 - ComtrolClx in loopbackExample TagWrite. ACDI[1756-11]
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Thiz rung =ets the zerial port configuration. (The configurstion can also be done in the web
page.)
MOTE: If you wvish to configure the DeviceMaster UP through the embedded web page,
dizable thiz rung of logic either by removing it or turning off the DoZSetContiy flag.

Type Ladder Diagratm (hain)
Description
Run CycleTimer DN Magactive  DoSetConfig DoReszetPort  Maglctive
SendConfighsg EN_CC 2z
A
< ¥ % MainRoutine 1 3|
JErter BOCL operand Rung 1 of & APP

Open the Main Routine in Tasks/MainTask/MainProgram/MainRoutine

Please Note: We will not be using the MainRoutine to configure the DeviceMaster, so we will be deleting some of the rungs
of the MainRoutine. We will use the web pages of the DeviceMaster in order to configure the DeviceMaster itself in a later
section.
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#% RSLogix 5000 - ComtrolClx in loopbackExampleTagWrite.ACD [1756-L1]*
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Type Ladder Diagram (Main)
Description
Thiz rung =ets the zerial port configuration. (The configurstion can also be done in the web
page.]
MOTE: If you wvish to configure the DeviceMaster UP through the embedded web page,
dizahle thiz rung of logic either by removing it or turning off the DoSetConfig flag.
4 % MainRoutine o | 3
Activate the Routine: MainProgram - MainRoutine (LD Fung 1 of & AFP

This rung would be used to configure the DeviceMaster instead of using the web page. Configuration of the DeviceMaster

via the web page is much simpler and straightforward to complete. We will delete this rung of the ladder.
Right click and select “Cut Rung” from the pop-up menu.

The rungs will then auto-renumber themselves.
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#% RSLogix 5000 - ComtrolClx in loopbackExampleTagWrite.ACD [1756-L1]*

|

Communicakions

Tools

Window Help

File Edit Wew 3Zearch Logic
8 |lal & 4%
Offline . 7 RUM
Mo Forces b, ™ oK
TR [T BaT
o Edits =| =0

=155 Controller Comtralcl:
A Controller Tags
[£3 contraller Fault Handler
[£3 Power-Up Handler
-5 Tasks
-5 MainTask
] C& rMainPragran
K_" Program Tags
Eﬂ MainRouking
23 Unscheduled Programs
=15 Mation Groups
[£3 Ungrouped Axes
3 Trends
-5 Data Types
+- L User-Defined
+ E@o Strings
+- Ly Predefined
L Module-Defined

R i Path: [4B_ETHIP-14192.168.2 40'Backplane\0"

A Al

-l &%l = ME e
B

| Ak ] O] +

Ell 4 | v |\ Favorites 4Bt £ TmeriCourter £ Tmputioutout £ Compare

El MainProgram - MainRoutine®

L
Timer CycleTimer  —Dh—
Prezet 500 &
ACCUm 0+

This rung

Run CycleTimer DN Msgactive  DoResetPort Mzeghctive

3 E 1L 3 E 3 E
3 E A E ﬂ-)_|

1 E 10
SendRezetPorthzg EM_CC

=-£5] /0 Configuration A
ﬂ [1] 1756-ENET/& EnetBridge
=]
— Type - CIP Generic —CEn 77—
message Control SendResetPorthdzg | | —DMN>—
ER—
Type Ladder Diagram (Main)
Description
If the produced and consumed receive sequence numbers are not equal, then new serial data has
heen received.
Run | COR 1
4 % MainRoutine* o | 3
|Ready Fung 1 of & AFP

This newly renumbered rung 1 is used to reset the serial port after the changes have been implemented from the rung we

just cut. This rung is only used in conjunction with the previous rung which was cut. The auto-renumbering has numbered

this rung as rungl. We will cut this rung also

Right click and select “Cut Rung” from the pop-up menu.
The rungs will again auto-renumber themselves.
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Dest  Comil_RxDataStr 0+
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0«
Type Ladder Diagram (Main)
Description
Transmit data packet.
Run CycleTimer DN Megdctive SentData  Msghctive b
4 > % MainRoutine* o | 3
Activate the Routine: MainProgram - MainRouting™® (LD) Fung 1 of 4 AFP

The new Rung 1 will compare sequence counters to determine if new data is received and copy the data from the
Coml_RxData (where the DeviceMaster will write the data to) to the Com1_RxDataStr where the data may be copied from
to manipulate in whatever manner is required.

This rung requires no modification.
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Rung 2 will transmit data to the serial port of the DeviceMaster.
Scroll down to the bottom of rung 2 until you see a SendDataMSG.
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Click the SendDataMsg box to open the View Tag Configuration Dialog
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Message Configuration - SendDataMsg

Configuration l Enmmunicatinnl Tag l
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Mezsage Type: CIF Generic
%:;:::E |Set Attribute Single ~| SouceElement:  [Coml_TwDataStr |
Source Length: 2E0 : [Euntesz]

Semice .
Code 10 [Hex] Clasz | [Hex] | J
Instance: |1 Attribute:|1 [Hex] Mew Tad..

i3 Enable <3 Enable ‘#aiting i Start 2 Done Cione Length: 0

i Errar Code: Extended Ermor Code: [ Timed Out €

Error Path:

Error Text:

Cancel Help

There will be no modification to the “Configuration” tab in this example. If the data was being sent to an Ethernet device
instead of a serial device the class would be changed from 71 to 74. The ‘Instance’ value points to the serial port on multiport
DeviceMaster units such as the 4 port model. Data going to the 4™ port would require changing the instance to a 4. We are
using a 1 port DeviceMaster so the instance value will not be changed.

Click on the “Communication” tab.

Message Configuration - SendDataMsg

Configuration Enmmunicatinnl Tag ]

X]

Path . 3.2.10.0.0.101
1,3.2.1000.101

Browse...

1

g e |
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Error Text:

k. | Cancel Help

The Path will be modified. This path will be dependent on you PLC.

Click the Browse button
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B Message Path Browser @

Path: |EnetBridge
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Select your controller and click ok

Message Configuration - SendDataMsg [z|
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e o € o
- O

[ Connected [+ &
i3 Enable 3 Enable W aiting i3 Start 2 Done Done Length: 0
i Errar Code: Extended Emar Code: [ Timed Out &
Errar Path:
Errar Text:
2k, Cancel Apply Help

The Path: will still need additional information. For my system it is to add the information as seen in the next screen.
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Message Configuration - SendDataMsg [z|
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RElETIOOE, 2. . =T

Browse...

]
1

[ Connected [+ &
i3 Enable <3 Enable ‘#aiting i Start 2 Done Cione Length: 0
i Errar Code: Extended Emor Code: [ Timed Out €
Erraor Path:
Error Test:

k. | Cancel Apply Help

| have added a comma and the 2 and a comma and the IP address of my DeviceMaster.
It now reads EnetBridge, 2, 192.168.2.11 and yes, | did put spaces after the commas.
Click Apply and OK
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¥t RSLogix 5000 - ComtrolClx in loopbackExampleTagWrite. ACD/ [1756-L1]*

File Edit Wew 3Zearch Logic Communications Tools Window Help

8= & #®[B] w] -] Bl E M= K&
Dffline N, I RUN W F& Patn: [28_ETHIP-111921168.2 40\B ackplane\0* | &
Mo Forces b, ::DK

T\ 4 ] e Olwlwo]

Ell 4 | v |\ Favorites 4Bt £ TmeriCourter £ Tmputioutout £ Compare

-5 Controller ComtrolCh: [l MainProgram - MainRoutine*
A Controller Tags

[£3 contraller Fault Handler
[£3 Power-Up Handler

-5 Tasks —r
- % MainTask, to finish.
=8 MainProgram
A Run Mzghctive DoSetConfiy SendConfighsg. DM DoSetContiy
=] Program Tags
Eﬂ MainRouking 3 _q P ] [ ] [ ] [ 2
e ﬁtig:sér;j:fd Frograms SendConfightay ER ‘
= I1E
[£3 Ungrouped Axes 4L
3 Trends
=+ Data Types DoResetPort SendResstPortMsg DN
+- L User-Defined | g T
- Shrings It
¥ E@o Predefined SendresetParthlzg ER
L Module-Defined 1 E
=-£5] /0 Configuration
ﬂ [1] 1756-ENET/& EnetBridge
DoResetPort
] |
SentData SendDataksg.ON SentData
1E 1E Al
1 C 1 ot
Sendbhstakzg ER ‘
Type Ladder Diagram (Main) ] [
Description
s Active
_{U}_
w
4 > % MainRoutine* 14 3
|Ready Fung 3 of 4 AFP

That finishes the modifications to the MainRoutine

Click on “File” drop down menu and select “Save...” or “Save as...” to save your changes to the file.
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Load the Project to the PLC

Back to top

Now we want to load this project to the PLC. Use any method you prefer, this document shows the procedure | used.
% ample TagWrite. ACD [1756-L1]

File Edit Wiew Search Logic MmN Tools  Window  Help

Sl &) gfmlis v ] sl EE] Al

Select Recent Path. ..

Offline [, T RUM h: IAB_ETHIF’-‘I 4192 168 2 404B ack planeh0* Llﬂ
Mo Forces [ 2 MoK G0 Online
=l
Mo Edits = I_E:;T Upload. .. ||-|:|-|| ‘ _||.‘.¢4.|.( ).‘_{U)_|_(L)_| ﬂ
Dovnload | A Bt L A A
=15 Controller ComtralCl: ram - MainRoutine
[23 Controller Faulk Handl
(23 Power-Up Handler
Z.£5] Tasks _ DIZCLAIMER: _ -
= % MainT ask Comtrol suppiles example PLC programs for demonstration purposes only.
; Thiz PLC program is intended for the sole purpose of an example loop-back demonstrstion
= C% MainProgram in & controlled lab environment. This example PLC program iz not intended to be used ina
Frogram Tags production envirament and may not function correctly on all PLCs. Comtral does nat warrant
E:tj MainR.outing thiz example program or any part thereof. The user assumes all liability for any modification

(23 Unscheduled Programs to and uze of & modified example program.

—--E£5] Mation Groups
3 Ungrouped Axes
3 Trends
--55] Data Types
- User-Defined

Counter preset controls the loopback process speed. You can change this to your desired speed.

(Do not et to less than the Maximum PLC Update Rate setting.)

-3 Strings CycleTimer DN TOR
+- L4 Predefined e Timer Cn Delay M=
E@D Module-Defined Timer CycleTimer —
-5 [} Configuration Preset s00
Bl [1]1756-ENBT/a EnetBridge Acoum L

If the produced and consumed receive sequence numbers are not equal, then new serial data has
heen received.

Type Ladder Diagratm (hain) Run P
Description —==| F=— Copy Fils
Source Coml_RxData[0]
Dest Comd_ProdRxSeq
Length 2
T w
< > % MainRoutine [l 3

JDownload using current communications path Rung 0 of 4 APP

Click on the “Communications” drop down menu.
Select “Download”

Download E|

"j Dawnload to the controller:

L Mame:  ComtrolCls
Type: 1756-L1 44 1756-M 344 ControlLogi=5550 Controller
Path: AB_ETHIP-1%192.168.2 40%B ackplanek0

Security:  <MNonex RSLDgiX 5000
& The controller iz in Remote Run mode. The mode will be changed to )
Remote Program prior to download. ! Done downloading, Change controller mode back ko Remote Run?
Cancel | Help o
Click the Download button. Confirm Yes
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¥/ RSLogix 5000 - ComtrolClx in loopbackExampleTagWrite. ACD [1756-1.1]

File

Edit Wiew Search Logic Communications Tools wWindow  Help

[ ] =] Bllel = ¥ @fc

=a| & (B

Mo Edits -

Rem Run  [IJ M Run Mode
Mo Forces S = Controller OF,

= W Battery Fault
= /0 0K

Path: | AB_ETHIP-11192.168.2.40\Backplane"0" ~| ﬂ

5] Controller ComtralCly
A Controller Tags
[(3 Controller Fault Handler
[£3 Power-Up Handler
5] Tasks
= % MainTask
- ﬂ MainProgram
KA Program Tags
Eij MainR.outine
23 Unscheduled Programs
5] Motion GQroups
3 Ungrouped Axes
3 Trends
5 Data Tvpes

Scope: |Eomtm|EI:-:[u:nntmIIerﬂ Show: |5hDW All vl Sort: | TagMame -
Tag Mame o | Walue L3 | Force Maske | Shyle | Type =~

2 |+ Coml_ConRxSeq ] Decimal INT
|| Caorml_ProdRx=Seq N Decimal INT
|+ Coml_ProdTs5eq Decimal INT
|| Corml_ResetPrtCrd 13 Decimal DIMNT
|| Coml1_R=Data A {vea | Decimal SIMNT[
|| Corml_R=DataStr [..) Io.0) RxDal
| Coml_SetConfigD ata A fovad SerPit
| & Caorml_T=DataSk [..) Io.0) TxDat

Once the Controller is in “Run Mode” open the “Controller Tags” in the “Controller ComtrolCLX” menu.

Note the Com1_ProdTxSeq value incrementing from the above screen at 23 to the next screen showing 64

¥/ RSLogix 5000 - ComtrolClx in loopbackExampleTagWrite. ACD [1756-1.1]

File

Edit Wiew Search Logic Communications Tools wWindow  Help

=|a & e

[ | =] Blle| = ¥ @fc

Mo Forces
Mo Edits -

Rem Run A8 = RunMode

> = Controller OF,
= W B attery Fault
= /0 0K

Path: | AB_ETHIP-11192.168.2.40\Backplane"0" ~| ﬁ

5 Controller ComtralClh
54 Controller Tags
[£3 Controller Faulk Handler
[£3 Power-Up Handler
5] Tasks
=J-43%) MainTask
- a IMainProgram
ﬂj Program Tags
Eij MainFoutine
[£3 Unscheduled Programs
5 Motion Groups
(3 Ungrouped Axes
[ Trends
5] Data Types

This value increasing indicates the PLC is sending data.

Now we will configure the DeviceMaster UP itself.
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Scope: |E0mtmIEI:-:[c0ntmIIerj Shau: |5hUW Al v| Sort: |TagMame =
Tag Mame o | Yalue € | Force Maske | Shyle | Type =~

4 |+ Com1_ConRx«Seq ] Drecimal INT
|| Coml_ProdRxSeq N Decimal INT
| |E Com1_ProdT«Seq Drecimal INT
I Com1_ResetPrtCmd Decimal DIMNT
|| Caml1_R=Data P Iy | Decimal SINT[
I Coml1_R=DataSt A fovad RxDal
|| Coml_SetConfigD ata P P SerPrt
I Coml1_T=DataSh A fovad TxDrat




Configure the DeviceMaster
Back to top

Open the web page of the DeviceMaster.

e

@._ Jv |E] 192.168.2.11 vl B4 x| 4] R~

File Edit ‘Wwiew Favorites Tools Help

o n »
e Favorites | 5l + @] SwitchManager & EthiP.11 @ FTP Bl Google &) 201 ) ss.13 )25

- »
& Comtrol Corporation - DeviceMaster UP EtherMet(TR,. f - | | p=y v Page - Safety - Tooks - -

Network Enabling Devices

Server Configuration

Software: EtherMNet/IP 4.10

Serial Number: 9013 - 280

k : IP Config: Static

DEV/CE*MASTER® IP Address: 192.168.2.11
up IP Netmask: 255.255.0.0

IP Gateway: 192.168.0.254

Serial Device Configuration

Ethernet Device Configuration

Communication Statistics
Display Serial Logs

€ Internst iy v Ho0% <

If your DeviceMaster UP does not have Ethernet/IP 4.10 shown as the “Software:” type, you will need to load in the correct
firmware. Firmware is included in the same file that provided the loopbackExampleTagWrite.L5K from the proceeding steps.
Use PortVision Plus to install the ethernetip-4.10.bin file to the DeviceMaster.

Click on Serial Device Configuration
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@ i v |E] 192,168.2.11 AEHAS TSN | L~

File Edit Miew Favaorites  Tools  Help

>

¢ Favorites | 55 ~ @] SwitchManager & EthIP.11 & FTP ) Google & 201 &) ss.13 &) 25
- >
& Comtrol Corporation - DeviceMaster UP Etherhet/IP. . i~ B | e v Page - Safety » Tools + (g

Network Enabling Devices

Serial Device Configuration

Server Configuration Home
Ethernet Device Configuration
Communication Statistics

PLC Interface Diagnostics
Display Serial Logs

Port 1
Serial Port Settings
Mode: RS-232
Baud: 2500 w
Done € Internet Fgov | o0 -

Click on Port 1
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i —

* (] 192.165.2.11 b

File Edit Miew Favaorites  Tools  Help

7 Favarites | 55
Mo |

:é Connkral Carporation - DeviceMasker UP Etherhet/TP, . i ]

~ @] SwitchManager & EthIP.11 & FTP ) Google & 201 &) ss.13 &) 25

= - Page = Safety » Tools = ﬂv

>

>

Network Enabling Devices

Edit Serial Port 1 Configuration

Serial Configuration
Mode:

Baud:
Parity:
Data Bits:
Stop Bits:
Flow:

DTR:
£

@ Inkernet

Done

RS-232 »

3600
noneg
8w
1=
noneg

nff (w

W

v

/._.i"

+, 100%

»

-

We will make no changes to the Serial Port settings as we are simply suing the Comtrol supplied Loopback Plug for testing.

You may need to modify these settings once you attach your serial device.
Scroll down to the Serial Packet Identification section
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= Comtrol Corporation - DeviceMaster UP EtherMet/IP 4.10 - Windows Internet Explorer

O'> (&) e 9B [x] Woms_ (2]
File Edit Mjew Favorites Tools  Help
ol Favorites | 5 ~ & | switchManager & | EthIP .11 & | FTP E Google #2001 E|s5.13 | 2.5 & Live view £ | FreeWire
= = »
'€ Comtrol Corporation - DeviceMaster UP EtherMetjIP 4., N B | =y v Page v Safety ~ Tools ~ (g~
e e e ZUU IRl =) a
Serial Packet Identification
STX (Start of Transmission) Rx Detect: Byte 1: Byte 2:|:| (dec)
ETX (End of Transmission) Rx Detect: Byte 1; Byte 2;|:| (dec)
Discard Rx Packets With Errors:
PLC Specific Settings
STX (Start of Transmission) Tx Append: Byte 1;|:| Byte 2;|:| (dec)
ETX (End of Transmission) Tx Append: Byte 1:|:| Byte 2:|:| (dec) 1
Strip Rx STX/ETX:
Application Specific Settings
STX (Start of Transmission) Tx Append: Byte 1:|:| Byte 2:|:| (dec)
ETX (End of Transmission) Tx Append: Byte 1;|:| Byte 2;|:| (dec)
Strip Rx STX/ETX: O
EtherNet/IP Settings
Rx (To PLC) Ethernet Transfer Method: |P0||ir|g w w
< ' >
Dane €D Internet 4y v ®ioow -

Default values are shown here which we will not want to use.

(You may click here to be returned to the STX ETX Determination procedure which is the last chapter of this document.)
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= Comtrol Corporation - DeviceMaster UP EtherMet/IP 4.10 - Windows Internet Explorer

—

© - B e EEEE

File Edit Mjew Favorites Tools  Help

ol Favorites | 5 ~ & | switchManager & | EthIP .11 & | FTP E Google #2001 E|s5.13 | 2.5 & Live view £ | FreeWire
— = >
"_',éCDmtrDI Corporation - DeviceMaster UP EtherMet/IP 4., ﬁ * B = = - Page - Safety - Tools - 'ﬁ"
uur [LLLESI=Ly ) A

Serial Packet Identification
STX (Start of Transmission) Rx Detect:

l:l:l Byte 2:|:| {dec
l:l:l Byte 2:|:| (dec)

ETX (End of Transmission) Rx Detect:

Discard Rx Packets With Errors:
PLC Specific Settings

STX (Start of Transmission) Tx Append: Byte 1:|:| Byte 2:|:| (dec)
ETX (End of Transmission) Tx Append: Byte 1:|:| Byte 2:|:| (dec) B

Strip Rx STX/ETX:
Application Specific Settings

STX (Start of Transmission) Tx Append: Byte 1:|:| Byte 2:|:| (dec)
ETX (End of Transmission) Tx Append: Byte 1;|:| Byte 2;|:| (dec)

Strip Rx STX/ETX: L

EtherNet/IP Settings
Rx (To PLC) Ethernet Transfer Method: |P0||ir|g - v
< ' >
Done &) Internet 4y ov H100wm v
Set the values as shown.

Set the STX (Start of Transmission) Rx Detect: to None with Byte 1: and 2: as blank.
Set the ETX (End of Transmission) Rx Detect: to None with Byte 1: and 2: as blank.

Scroll down to the EtherNet/IP Settings
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= Comtrol Corporation - DeviceMaster UP EtherMet/IP 4.10 - Windows Internet Explorer

= . W
A |& 192.188.2,11

File Edit Mjew Favorites Tools  Help

'f:‘? Favarites 'i;"g.

"_',é Comtrol Corporation - DeviceMaster UP EtherMetIP 4.,

~ & | switchManager & | EthIP .11 & | FTP E Google & 201 & |s5.13 € 25 & Liveview £ | FreeWwire

ﬁ * B =1 Eé; * Page - Safety - Tools - @v

>

< 7 FP TTOTTE v OyE L. ByE 2. ToeT] =

Strip Rx STX/ETX: F

EtherNet/IP Settings

Rx (To PLC) Ethernet Transfer Method: -

PLC IP Address: ||]_|}.[|_|} |

PLC Controller Slot Number (ControlLogix Family): El

Maximum PLC Update Rate (Write-To-Tag/File): (msec)

Maximum Rx Data Packet Size: (bytes)

Oversized Rx Packet Handling:

Rx (To PLC) Produced Data Tag/File Name: | M

Mote: File names for SLC/PLC-5 must begin with a "$" (i.e. $N10:0).

Mote: File names for MicroLogix must begin with a "#" (i.e. #N10:0).

Tx Sequence Number Checking: F

Disable Non-Filtered To PLC Rx Queue: F

{PLC-5/SLC) Rx MS Byte First: O

(PLC-5/SLC) Tx MS Byte First: ] v
< ' >
Done &) Internet 4y ov H100wm v

These are the defaults. Change these as shown in the next graphic.
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= Comtrol Corporation - DeviceMaster UP EtherMet/IP 4.10 - Windows Internet Explorer

.\;:.v |g, 192.168.2.11 V| B || #4| | D Felis
File Edit Mjew Favorites Tools  Help
ol Favorites | 5 ~ & | switchManager & | EthIP .11 & | FTP E Google #2001 E|s5.13 | 2.5 & Live view £ | FreeWire
l"_',éCDmtrDI Corporation - DeviceMaster UP EtherMet/IP 4., . @ * B = | Eéé ~ Page - Safety - Tools - '@" >
< 7 FP TTOTTE TTByE I [BytE Zq  [luEC] =
Strip Rx STX/ETX: F
EtherNet/IP Settings

Rx (To PLC) Ethernet Transfer Method: |Write-to-Tangi|e v|

PLC IP Address: |'|DZ.'|E'-8.2.4-D |

PLC Controller Slot Number (ControlLogix Family): o

Maximum PLC Update Rate (Write-To-Tag/File): (msec)

Maximum Rx Data Packet Size: (bytes)

Oversized Rx Packet Handling: @\

Rx (To PLC) Produced Data Tag/File Name: |C0m‘|_RxData| b

Mote: File names for SLC/PLC-5 must begin with a "$" (i.e. $N10:0).

Mote: File names for MicroLogix must begin with a "#" (i.e. #N10:0).

Tx Sequence Number Checking: F

Disable Non-Filtered To PLC Rx Queue: F

(PLC-5/5SLC) Rx MS Byte First: O

(PLC-5/5SLC) Tx MS Byte First: O v
< | >
Done &) Internet 4y ov H100wm v

Change the Rx (To PLC) Ethernet Transfer Method to “Write-to-Tag/File”

Enter the IP address of your PLC. (Mine is 192.168.2.40)

Change the Rx (To PLC) Produced Data Tag/File Name : to Com1_RxData

NOTE. The tag file must match EXACTLY. Case DOES matter. Spaces are NOT allowed.
Any error on this field and data will NOT transmit properly!

Scroll to the bottom of the page.
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£= Comtrol Corporation - DeviceMaster UP EtherMet/IP 4.10 - Windows Internet Explorer

.\;;v £ 192,168.2.11 MIEIEES EI P~
File Edit Mjew Favorites Tools  Help
ol Favorites | 5 ~ & | switchManager & | EthIP .11 & | FTP Google #2001 E|s5.13 | 2.5 & Live view £ | FreeWire
"_',éCDmtrDI Corporation - DeviceMaster UP EtherMet/IP 4.., ﬁ * B (=1 r;é.; * Page - Safety - Tools - @v »
- Barcode UPC/EAN 5tandard 12-14 Dlgllt Format: |N0r|e v| A
Barcode UPC/EAN Eight Digit Format: 'None v| 1
Filter Age Time (Time filtered after last read): D {min) ||} | {sec) |‘||}D | {msec)
Discard Unrecognized Data (RFID/Barcode): \Off v|
Application TCP Connection Configuration
Enable: F
Listen: F
Listen Port:
Connect To Mode: |Never V|
Connect Pori:
Connect IP Address: ||]_|},[|_|} |
Disconnect Mode:
Idle Timer: D {msec)
[l Reset Statistics Reset Port Save in Flash [ Undo Changes ] [ Submit l 3
< | 3
&P Internet 4y v Hioow -

Click the Submit Button.
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= Comtrol Corporation - DeviceMaster UP EtherMet/IP 4.10 - Windows Internet Explorer

@ Jv 2] 192.168.2.11 AN | L -
File Edit Mjew Favorites Tools  Help
ol Favorites | 5 ~ & | switchManager & | EthIP .11 & | FTP EGDDQIE 201 B|s5.13 E 25 E]|Liveview £ | FreeWire
-~ = >
‘& Comtrol Corporation - DeviceMaster UP EtherMet/IF 4. ., M- 3 | p=n v Page - Safety - Tools - -
.
Network Enabling Devices
Serial Device Configuration
Server Configuration Home
Ethernet Device Configuration
Communication Statistics
PLC Interface Diagnostics
Display Serial Logs
Port 1
Serial Port Settings
Mode: RS-232
Baud: 9500 v
Done &) Internet Fg v HML00% -

You will be returned to the Serial Device Configuration page.
Click on Display Serial Logs

Scroll down on the Serial log page until you see the data coming from the PLC.
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= Comtrol Corporation - DeviceMaster UP EtherMet/IP 4.10 - Windows Internet Explorer

B0~ [ mmman EEEE

File Edit Mjew Favorites Tools  Help

ol Favorites | 5 ~ & | switchManager & | EthIP .11 & | FTP E Google #2001 E|s5.13 | 2.5 & Live view £ | FreeWire
— = >
"_',éCamtrDI Corporation - DeviceMaster UP EtherMet/IP 4., @ * B —| m= ~ Page - Safety ~ Tools - '@"
Reset Seral Log S

Portl Rx/Tx Packets (first 128 packets, max of 128 bytes):
Pkt(1): D00 00:43:33.960:Rx:ComPort1 Tes(09h){00h){00h}{00h){00h){00h}{00h}(00h}(00h}{00h}{00h}{00h){00h){00h}(00h)(
Pkt(2): 000 00:43:33.970: Tx:ComPortl Tes{09h){00h){00h){00RY{00RY(00R){00R){00R){00R){00R){00R){00RY(00RY(00R){00R)(
Pkt(3): D00 00:43:34.480:Rx:ComPortl Tes(09h){00h){00h){00h){00h){00h}(00h}(00h}(00h){00h){00h){00R){00R){00R)(00R)(
Pkt(4): 000 00:43:34.480:Tx:ComPort1 Tes(09h)(00h)(00h)(00h)(00R)(00h)(00h)}(00h)(00h)(00h)(00R)(00R}(00R)(00R)(00h)(
Pkt(5): D00 00:43:35.000:Rx:ComPortl Tes(09h){00h){00h}{00h){00h){00h}{00h}{00h}(00h}{00h}{00h}{00h){00h){00h}(00h)(
Pkt(6): D00 00:43:35.000:Tx:ComPortl Tes{09h){00h){00h){00RY{00RY(00R){00R){00R){00R){00R){00R){00RY(00RY(00R){0DR)(
Pkt(7): 000 00:43:35.520:Rx:ComPortl Tes(09h){00h){00h}{00h){00h){00h}(00h}(00h}(00h){00h}{00h){00h){00h){00h)(00R)(
Pkt(8): D00 00:43:35.520:Tx:ComPortl Tes(02h){00h){00h){00R}{00R}(00R){00R){00R){00R){00R){00R){00RI(00RI(00R){00R)(
Pkt(9): D00 00:43:36.040:Rx:ComPortl Tes(09h){00h){00h){00h){00h){00h}(00h)(00h}(00h){00h){00h){00R){00R){00R)(00R)(
Pkt(10): 000 D0:43:36.040: Tx:ComPortl Tes(09h)(00h)(00h){00R){00R){00RI(00RI(00R}(00R){00R]}(00R){00R){00R){00R)(00R
Pkt(11): 000 D0:43:36.560:Rx: ComPort1 Tes(09h)(00h}(00h){00h){00h)(00h){00h){00h){00h}(00h}(00h){00h)(00h)(00h){00R
Pkt(12): D00 00:43:36.580: Tx:ComPortl Tes(09h)(00h)(00h){00R){00R){00RI(00RI(00R)(00R){00R]}{00R){00R){00R){D0R)(00R
Pkt(13): 000 D0:43:37.090:Rx:ComPortl Tes(09h)(00h}(00h){00h){00h)(00h){00h){00h){00h)(00h)(00h){(00h)(00h)(00R){00R
Pkt(14): 000 D0:43:37.090:Tx:ComPortl Tes(0%h)(00h]}(00h){00h){00R){00R}(00R}(00R}(00R)(00N]}(00N){00N){0D0R){D0R)(00R
Pkt(15): D00 00:43:37.610:Rx:ComPortl Tes(09h)(00h}(00h){00h){00h)(00h){00h){00h){00h}(00h)(00h){00h)(00h)(00R)(00R
Pkt(16): 000 D0:43:37.610: Tx:ComPortl Tes(09h)(00h)(00h){00R){00R){00RI(00RI(00R}(00R){00R)(00R){00R){00R){00R)(00R
Pkt(17): 000 D0:43:38.130:Rx:ComPort1 Tes(09h)(00h)(00h)(00h){00h){00h){00h){00h){00R)(00R){00R){00R){00R){00h){00h 4
< | >

Done &) Internet 4y ov H100wm v

The data will look lie this.

Pkt(1): 000 00:43:33:960:Rx:ComPort1 Tes(09h)(00h)(00h)(00h)(00h)(00h)(00h)(00h)(00hN)...
Pkt(2): 000 00:43:33:970:Tx:ComPort1 Tes(09h)(00h)(00h)(00h)(00h)(00h)(00h)(00h)(00h)...
No error messages are displayed.

Rx is from the serial port.

Tx is to the serial port.

Scroll up to the top of the page and select PLC Interface Diagnostics
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= Comtrol Corporation - DeviceMaster UP EtherMet/IP 4.10 - Windows Internet Explorer

= =

@ Jv |el 192.168.2.11 ||| B

File Edit Mjew Favorites Tools  Help

ol Favorites | 5 ~ & | switchManager & | EthIP .11 & | FTP EGDDQIE 201 B|s5.13 E 25 E]|Liveview £ | FreeWire
P | | g v Page -+ Safeby - Tools - ﬂv

fé Comtrol Corporation - DeviceMaster UP EtherMetIP 4., =i Bl 1 O

>

Network Enabling Devices

PLC Interface Diagnostics

Server Configuration Home
Serial Device Configuration
Ethernet Device Configuration
Communication Statistics
Display Serial Logs

EtherNet/IP Interface Statistics

Messages/Responses Received From PLC: 458
Broadcasts Received From PLC: 0
Messages/Responses Sent To PLC: 458
Done @l Internet

Once you scroll down to show the statistics you will see:
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/= Comitrol Corporation - DeviceMaster UP EtherNet/IP 4.10 - Windows Internet... |Z||E|r5__<|

Communication Statistics
Display Serial Logs

EtherMNet/IP Interface Statistics

Reset Statistics

Messages/Responses Received From PLC: 536

Broadcasts Received From PLC: 0
Messages/Responses Sent To PLC: 536
Request Messages From PLC: 268
Bad Responses to Msgs Sent To PLC: 0
Invalid Network Path Errors: 0
No Response From PLC Errors: 0
Pending Request Limit Errors: 0
Unexpected Event Errors: 0
Unsupported CIP Request Instance Errors: 0
Unsupported CIP Request Service Errors: 0
Unsupported CIP Request Class Errors: 0
Unsupported CIP Request Attribute Errors: 0
Improper Configuration Errors: 0
Invalid Message Data Errors: 0
System Resource Errors: 0
Oversized Received Data Packet Errors: 0
Writes To Offline Ethernet Device on Socketl: 0

First Error Description:
Last Error Description:

< Mo Error Detected )

G ra | [+ 0 .
@.\___/. - B 192,168,211 RIENENER | |2
File Edit ‘iew Favaorites  Tools  Help
n n »»
¢ Favorites | 5 - @] SwitchManager & Ethip .11 &) FTP B Google & 201
- I = >
& Comtrol Corporation - Device. .. & - B | ey - Page~ Safety ~ Tools - @+
- CLITETTICL L'EvVILE LUIIIIHLII [« LW LED] ] A

W

ID:::ne

€D Internet g v Hio0% -

In this case, there are no error messages as seen by the “First Error Description” and “Last Error Description”

We will now return to the PLC to confirm all is working as anticipated.
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Data Confirmation
Back to top

Return to the “Controller Tags”
# RSLogix 5000 - ComtrolClx in loopbackExampleTagWrite.ACD [1756-L1]

Eile Edit Yiew Search Logic Communications Tools  Window  Help

(= S L i I
2| |d| S| &[m|@f o] =] Bl5l&| e [v[=| 2
RemRun  [I M PunMode Path: [ AB_ETHIP-14152 1682 40\Backplane\0" ~| ﬂ
Mo Farces 9 ¥ Contraller OF.
= W Eattery Fault
T o it i) 55 [ <] [0 )|
1. | AT [y X X
=155 Contraller Camtrollx & Controller Tags - ComtrolClx(controller)
A Controller Tags
3 cContraller Faulk Handler Scope: |CDmtrDICIM[controllerﬂ Show: |5hDW All vl Sort: | Tag Mame A
(3 Power-Up Handler Tag Mame iy |'V'a|ue L | Force Maske | Style: | Type |
= Tasks . +-Coml_ConRxSeq 4471 Decimal INT
-5 MainTask — - e
s % MainPragram || Caml_ProdRxSeq 4471 Decimal INT
¥ Program Tags |+ Coml_ProdTxSeq 55394 Decimal IMT
B Mainrautine |+ Caml_ResetPrCmd 13 Decimal DINT
&= Unscheduled Programs P ||= Coml_RxData {...} {...} asC SINT[
-5 Motion Groups + Com1_FisD ats[0] v AsCll SINT
3 Ungrouped Axes —
+ Coml_RxData[1] 1§11 ASCII SINT
3 Trends —
= + -Coml_R=Datal2] 's00° ASCI SINT
£ Data Types |
+ Eﬂ User-Defined - +/ Com1_R=Datal3] 'zOl! ASCIH SIMT
+- L, strings |+ Coml_RsDatal4] ' ASC| SINT
* % PVEECI'EIF""EC'F ] +| Com1_RxD ata[5] g ASLI SINT
Madule-Define | .
L85 1o Configuration |+ Coml_RsDatal6] u ASCI SINT
5 [1] 1756-ENBT/A EnetBridg |+ Comi1_RsData[7] P ASCII SINT
|+ Coml_RxData[g] 'o! ASCI SINT
|+ Coml_RsDatal3] =y A5 SINT
|+ Coml_RxData[10] 't ASCI SINT
|+ Coml_RxData[11] e ASCI SINT
|+ Coml_RxData[12] v ASCI SINT
|+ Coml_RxData[13] 'T! ASCI SINT
|+ Coml_RxData[14] 'e! ASCI SINT
|+ Caml_RxData[15] 's! ASCI SINT
|+ Coml_ReData[16] 15 ASCII SINT
|+ Caml_RxData[17] 's00° ASCI SINT
< ¥ * |\ Monitor Tags £ Edit Tags f | <] | ’
=h
Note the Com1_RxData(0) tag byte 1 is now filled in. These values are actually Decimal, but ACSII is displayed in these

examples.

The first 2 bytes Com1_RxData(0) and Com1_RxData(1) are the 2 bytes of the sequence counter.
The next 2 bytes Com1_RxData(2) and Com1_RxData(3) are the 2 bytes of the length field.

The rest of the values are the DATA being transmitted and received.

The only values you will see changing are the first 2 bytes (Com1_RxData(0) and Com1_RxData(1)) as the length field does
not change and the data does not change.

Compare the above screen shot with a screen shot taken moments later below.
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#% RSLogix 5000 - ComtrolClx in loopbackExampleTagWrite.ACD [1756-L1]

File Edit ‘Yew Search Logic Communications Tools ‘Window Help
= “u b, e
2 ||| S| =@ o] =] Bl = =] ala
Rem Run  [I¥ I RunMode Patrc | AB_ETHIP-14152.168.2 40\Backplane\0" | &
Ma Forces 9 = Controller OF,
= W Eattery Fault
Mo Edits = m |f,a|:| ;[E = ﬂ | | | | | | | | ﬂ
ll J0 I3 | AT A A A
-3 Controller Combralcl & Controller Tags - ComtrolClx(controller)
¥ Controller Tags
[(7 Contraller Fault Handler Scope: | ComtralCl{contoller | Show: [Show Al »| Sot |TagMame
(53 Power-Up Handler Tag Mame iy |'V'a|ue L | Force Maske | Style: | Type |
= Tasks . +-Coml_ConFixSeq 4503 Decimal INT
255 MainTask — - e
s % MainPragram || Coml_ProdRxSeq 4503 Decimal IMT
¥ Program Tags |+ Coml_ProdTxSeq 5926 Decimal IMT
B mainrautine |+ Coml_ResetPrCmd 13 Decimal DIMNT
- (3 Unscheduled Programs P ||= Coml_RxData | {...} {...} asC SINT[
=1l Mation Groups + Coml_FisDatal0 ASCII SINT
3 Ungrouped Axes — = [0
+ Coml_RxData[1] 511! ASCI SIMT
3 Trends —|
—1-£5 Data Types |+ Caml_RxData[2] 500! ASCIH SINT
+ Eﬂ, User-Defined | Coml1_R=Datal3] ‘01! ASCI SINT
+ Eﬁ, Strings | [+ Coml_RxData[4] e ASCI SIMT
* % Prejelﬁ"'EdF ] +| Com1_RxD ata[5] g ASLI SINT
Module-Crefine = .
-5 1/O Configuration |+ Coml_R=Dats[E] m ASCI SIMT
ﬂ [1] 1756-ENET/4 EnetEridge |+ Coml_RxData[7] P ASCI SIMT
|+ Coml_R=Data[3] o ASC SIMT
| [+ Coml_R=Data[9] r! ASCI SIMT
| [+ Coml_R=Data[10] ! ASCI SIMT
| [+ Coml_RxData[11] N ASCI SINT
|+ Coml_R=Data[12] v ASCI SIMT
| [+ Coml_RsData[13] 'T! ASCI SIMT
|+ Coml_R=Data[14] la! ASCI SIMT
| [+ Coml_RsData[15] 'z ASCI SIMT
|+ Comi1_RsData[16] P A5CI SINT
| [+ Coml_RsData[17] '500" ASCI SIMNT «
< ¥ * |\ Monitor Tags £ Edit Tags f | ] | ’
)

Com1_RxData(0) has changed from a “(without quotes) to “97”
You can now see the data that has been sent to the PLC and written to the tag.

The PLC and the DeviceMaster are fully functional at this point.

You may now modify the write options if you so desire, or you may entirely eliminate the write functions in the ladder and only
use the read functions.
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¥ RSLogix 5000 - ComtrolClx in loopbackExampleTagWrite. ACD. [1756-L1]

()
o

Edit Wiew 3Zearch Logic Communications Tools ‘Window Help

=d| S| & [R(8 o] = Bl = =] @l

Rem Run M8 ™ RunMode

b = Controller OF,

No Edits 4 W EBattery Fault
=| [ |/0 0K

£ Path: [AB_ETHIP-11192.168.2 408 ackplane\0" | &

Mo Forces

=153 Contraller Camitrall
A Controller Tags
3 controller Faulk Handler Scope: |EDmtrDIEIH[controIIerj Shaow: |5hDW Al vl Sort: | Tag Mame -
(53 Power-Up Handler Tag Mame fal |'V'a|ue L | Force Masks | Style: | Type |
= Tasks . +-Coml_ConFixSeq 4556 Decimal INT
255 MainTask — - e
s ﬂ MainPragram || Coml_ProdRxSeq 4556 Decimal IMT
¥ Program Tags |+ Coml_ProdTxSeq 5979 Decimal IMT
B mainrautine |+ Coml_ResetPrCmd 13 Decimal DIMNT
(3 Unscheduled Programs P ||= Coml_RxData | {...} {...} asC SINT[
143 Motion Groups + Com1_FisD ata{0] A5l SINT
3 Ungrouped Axes —
+-Com1_R=Data[1] 511! ASCI SINT
3 Trends —
—1-£5 Data Types |+ Caml_RxData[2] 500! ASCIH SINT
+ Eﬂ, User-Defined | Coml1_R=Datal3] ! ' ASCI SINT
+ Eﬁ, Strings | [+ Coml_RxData[4] o ASLCI SINT
* % Prejelﬁ"'EdF ] +| Com1_RxD ata[5] g ASLI SINT
Madule-Define | .
-5 1/O Configuration |+ Coml_R=Dats[E] m ASCI SIMT
ﬂ [1] 1756-ENET/4 EnetEridge |+ Coml_RxData[7] P ASLCI SINT
|+ Coml_R=Data[3] 'o! ASCI SINT
| [+ Coml_R=Data[9] 'r! ASLCI SINT
| [+ Coml_R=Data[10] ! ASCI SINT
| [+ Coml_RxData[11] N ASLCI SINT
|+ Coml_R=Data[12] ' ASCI SINT
| [+ Coml_RsData[13] 'T! ASLCI SINT
|+ Coml_R=Data[14] la! ASCI SINT
| [+ Coml_RsData[15] 'g! ASLCI SINT
| 4 Coml_RxData[1E] g ASCI SINT
| [+ Coml_RsData[17] \ 500" ) ASLCI SINT
< ¥ * |\ Monitor Tags £ Edit Tags f | ] | ’
=)

Here is another screen shot taken a few moments later again showing the change of the Com1_RxData(0) from “97” to “CC”.
The data is unchanged.

The next and last step of the project is to copy the data from the Com1_RxData and place the data into
Com1l_RxDataSTR.data. The data will then be seen in the next graphic.
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# RSLogix 5000 - ComtrolClx in loopbackExample TagWrite.ACD [1756-L1]*

File Edit ‘Yew Search Logic Communications Tools ‘Window Help
= “u b, e
2 ||| S| =@ o] =] Bl = =] ala
Rem Run  [I8 M Run Mode i Path: | AB_ETHIP-14152.168 2 408 ackplane: " ~| &
Na Farces b = Contraller OF,
= W Eattery Fault
No Edits 2| e : = =N PR E7 ER K04 KA A
ll 0 I3 | AT A A A
=53] Controller CombralCl & Controller Tags - ComtrolClx(controller)
i Controller Tags
3 Controller Fault Handler Scope: |E0mtr0lCIH[contr0|Ierﬂ Show: |5hDW All - | Sart: | Tag Mame -
(53 Power-Up Handler Tag Mame o |Value &« | Force Mask® | Style | Type ~
T @%ﬁ i Task +-Coml_ConFixSeq 22995 Decimal INT
- 5inT as — e
ks % MainPragram +-Coml_ProdRxSeq 22995 Decimal INT
&} Program Tags |+ Caml_PradTx3eq 24418 Decimal IMT
Eﬁ MainRoutine |+ Coml_ResetFiCmd 13 Decimnal DINT
(53 Unscheduled Programs |+ Coml_RxData [0} f...} ASC SINT[
=& [I‘Etl;n Gruupsd .0. | =/ Coml_RxDataSk f...0 I RxDal
£ Trendrsugruupe e || Caml_R=D ataStr. pradSegiumber Decimal INT
-] Data Types | & Com1_R=DataSt length Decimal IMT
+- [, User-Defined P || = Coml_RxDataStrdata | {...}|ASCH SINTI
+- strings | + Coml_R=DataStrdata[l] o ASLCI SINT
t % Pfejﬁf'”edf_ ; |+ Coml_RuDataSt.datal1] o ASCI| SINT
e ';'D”n;';r[:iéf " | Com1_ReDataStr datal2] Y ASC) SINT
ﬂ [1] 1756-EMET /& EnetBridge || +-Coml_R=&DatasStr.datal3] 'p! ASCI SIMNT
|| + Coml_R=DataStr.datal4] 'o! ASCI SIMNT
|| +-Coml_R=&DatasStr.datals] 'r! ASCI SIMNT
|| +-Coml_R=DataStr.datalg] t! ASCI SIMNT
|| +-Coml_R=&DatasStr.datal7] ! ASCI SIMNT
|| +-Coml_FR=DataStr.datald] L ASCI SIMNT
|| +-Coml_R=&DatasStr.datal9] 'T! ASCI SIMNT
|| +-Coml_R=DataStr.data[10] 'e! ASCI SIMNT
|| +-Coml_R=DataStr.data[11] 'g! ASCI SIMNT
|| +-Coml_R=DataStr.data[12] 34 ASCI SIMNT
|| + Coml_R=DataStr.datal13] \ 'ﬁDD' ) ASCI SINT
< > » |\, Monitor Tags 4 Edit Tags / |« | »
=

The sequence number and length field are now displayed in the decimal format.

From this point you may modify the project to copy the data in this structure to a location where you may manipulate the data
or manage the data in whatever manner you desire.
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Determination of STX and ETX

Back to top

Once you have modified the MainRoutine for your requirements such as removing write commands for a read-only
configuration, you will remove the Loopback Plug and replace it with your own device. In this example we will be connecting
a hand held bar code scanner.

My bar code scanner adds an ETX (End of Transmission) value. This value is used to specify that the data is finished. The
DeviceMaster will use this information to send the data as a single packet to the PLC. Some devices will use both an STX
(Start of Transmission) and an ETX (End of Transmission) value. The DeviceMaster can show what these values are so that
they can be added to the serial port configuration to improve performance, reduce delays in getting data to the PLC and
reduce PLC overhead. Improper values will cause data to be (Dropped) in the serial logs, meaning that the data was not sent
to the PLC at all. To determine your STX and ETX values use this quick tutorial. The procedure here is the same for both the
Serial Device Logs and the Ethernet Device Logs. Just be sure to go to the appropriate log file.

These procedures are to be used after the DeviceMaster is sending data to the PLC.

Open the web page to your DeviceMaster UP. From the Home Page, click "Display Serial Logs"
Here is a sample of the Serial Interface Log file in Ethernet/IP (The Ethernet Device Logs are the same format)

Serial Receive/Transmit Logs

(Reset Serial Log)
Portl Rx/Tx Packets (first 128 packets, max of 128 bytes):
Pkt(1): 000 04:43:06.630:RX:€8t(0Dh)(0Ah)
Pkt(2): 000 05:41:04.390:RX: (ODh)(0Ah)
Pkt(3): 000 05:41:11.470:RX: (ODh)(0Ah)
Pkt This is the descriptor for Packet
(1): This is the ID number of the packet

000 04:43:06.630 breaks down as this:
000 = day number

04: = hour number
43: = minute number
06. = second number
630 = milliseconds

The day and time values highlighted in blue are NOT the date and time of day. The DeviceMaster UP does not have a
Date/Time clock. This is the period of time that the DeviceMaster UP has been running. Rebooting the DeviceMaster UP will
reset all of these values back to 0.

Rx: This is the indication of a receive packet from the serial port’s bar code scanner.

Tx: This is the indication of a transmit to the serial port from the PLC (There are none in this sample)

These are all the actual data from the bar code scanner.

(ODh)(0AhN) =The ETX (End of Text) value provided by the scanner. These values must be converted to DECIMAL to be
entered into the "Serial Device Configuration>Port#>Serial Packet Identification”.

(ODh) Indicates that a HEX value of OD is used. This corresponds to CR (Carriage Return) in ASCIl and 13 in DECIMAL.
(OAh) Indicates that a HEX value of OA is used. This corresponds to LF (LineFeed) in ASCIl and 10 in DECIMAL.

(You may use any ASCII chart from the web to determine your translations.)

After converting to DECIMAL we now know that we use a Carriage Return and a LineFeed to define our ETX.

Open the web page to "Serial Device Configuration"

Click on the serial port # to configure.

Scroll down to the "Serial Packet Identification" section of the page. (Click to see graphic)

In the ETX (End of Transmission) Rx Detect set the number of bytes to use. In this sample we will use 2 bytes
In the Byte 1: field enter the number 13
In the Byte 2: field enter the number 10

Scroll to the bottom of the page and click on the "Submit" button.
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Section 2

Change the configuration from SERIAL mode to SOCKET mode

Back to top

Here we will demonstrate the configuration for a Socket device instead of the Serial device used with the Loopback Plug.
Completing the Serial mode testing prior to doing the Socket mode testing is recommended. Much of this section is based on
the knowledge gained from the previous section.

We will use a telnet application included in PortVision Plus called PUTTY for our socket device simulator.
We will configure the DeviceMaster, then setup PuTTy and then modify the MainRoutine in the PLC project
Chapter 1 (page 40): Configure the DeviceMaster for an Ethernet Device

Chapter 2 (page 48): Setting up PuTTY

Chapter 3 (page 50): Change the Project’s MainRoutine for an Ethernet Device
Chapter 4 (page 56): Confirmation of Socket Data Transfer
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Configure the DeviceMaster for Ethernet Device

Back totop (Back to Serial to Socket Mode Section Header)

Open the web page of the DeviceMaster.

ey .

@ Je ] 192.168.2.11 sl IPRL | o~

File Edit Miew Fawaorites  Tools  Help

i - »
e Favorites | 5 + & SwitchManager & EthiP.11 & FTP B Google & 201 &) ss.13 &) 25

- 15N - 5
(& Comtrol Corporation - DeviceMaster LIP Etherhet(IP... 1 1 | | m= - Page - Safety » Tools - g~

Network Enabling Devices

Server Configuration

sSoftware: EtherMet/IP 4.10

Serial Number: 9013 - 280

k : IP Config: Static

DEV/CE*MASTER® IP Address: 192.168.2.11
up IP Netmask: 255.255.0.0

IP Gateway: 192,168.0.254

Serial Device Configuration

Ethernet Device Configuration

Communication Statistics

Display Serial Logs

€D Internet fp v Moo -

If your DeviceMaster UP does not have Ethernet/IP 4.10 shown as the “Software:” type, you will need to load in the correct
firmware. Firmware is included in the same file that provided the loopbackExampleTagWrite.L5K from the proceeding steps.
Use PortVision Plus to install the ethernetip-4.10.bin file to the DeviceMaster.

Click on Ethernet Device Configuration
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.I'H\. -
@.‘ v & 192,168.2.11 v L~
File Edit ‘Wiew Favorites  Tools  Help

! . E B
e Favorites | 5 ~ @] SwitchManager & Ethip 11 & FTP [E) Google & 201 &) ss .13

- . »
& Comtrol Corporation - DeviceMaster P Etherle. .. &5 B | M= v Page = 3afety = Tools ~ (g~
A

Network Enabling Devices

Ethernet Device Configuration

Server Configuration Home
Serial Device Configuration
Communication Statistics
PLC Interface Diagnostics
Display Ethernet Device Logs

Socket 1

Device TCP Connection Configuration

@ Internet

Click on Socket 1

41



ﬁ Comtrol Corporation - DeviceMaster UP EtherMNet/IP 4.10 - Windows Internet Explorer

g —

@ )~ & 192,168,211 AR YIR N | Lo |-
File Edit ‘Wiew Favorites  Tools  Help
i Favarites | 55 * & | SwitchManager & | EthIP .11 & | FTP E Google & | 201 E|ss.13 8 25 fi
& Comtrol Corporation - DeviceMaster LIP Etherhet/IP 4, ., - B | o= - Page~ Safety + Tools - @~ >
.S
Network Enabling Devices
Edit Socket Port 1 Configuration
Device TCP Connection Configuration
Enable: ]
Listen: |:|
Listen Port: 2000
Connect To Mode: Mever -
Connect Port: 8010
Connect IP Address: 00.00
Disconnect Mode: Mever
Idle Timer: 0 (msec)
W
< ¥
Done €0 Internet gt R0 -

The default options for the Device TCP Connection are shown here.
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ﬁ Comtrol Corporation - DeviceMaster UP EtherMNet/IP 4.10 - Windows Internet Explorer

— —

@ v ] 192, 168.2.11 RSP AT | Jop

File Edit ‘Wiew Favorites  Tools  Help

. »
5. Favorikes | 53 * & | SwitchManager & | EthIP .11 & | FTP E Google & | 201 E|ss.13 8 25

- LN . HE
& Comtrol Corporation - DeviceMaster LIP Etherhet/IP 4, ., 7 T | p= v Page - 3afety ~ Tools - G-

Network Enabling Devices

Edit Socket Port 1 Configuration

Device TCP Connection Configuration

Enable:

Listen:

Listen Port:

Connect To Mode: w

Connect Port:

Connect IP Address: 0.00.0

Disconnect Mode: Mever +

Idle Timer: ] [msec)

W

< >
Done €0 Internet gt R0 -

Place check marks in the “Enable:” and “Listen:” fields
The other setting may remain at default.

We are setting this up to work with PUTTY, a telnet application in a Windows system. Normally this would be configured to
talk to a device of some kind and would initiate the connection. Once we have finished our testing, and you are ready to start
using your device, make the following changes:

Remove the checkmark in the Listen box

Change the “Connect To Mode:” to be “Connect-Always”

Change the “Connect Port:” to be the listening port on your device which will be device specific. You will find this information
in the user guide included with your specific device such as your scanner or printer.

Scroll to the bottom of the page and click the “Submit” button.
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/= Comitrol Corporation - DeviceMaster UP EtherMet/IP 4.10 - Windows Internet Explorer, |Z||E|b__<|

N | [+ 0 .
@.\___/.v & 192,168.2.11 v|[E] |42 x| |29 | L
File Edit ‘Wiew Favorites  Tools  Help
.~ n »
<lp Favorites | - &|SwitchManager @& EthiP .11 & FTP Bl Google & 201 &) ss.13 £ 25
- = >
€& Comtrol Corporation - DeviceMaster UP Etherhet/IP 4... - B | @y v Page v Safety - Tools + (-
- LUTINICOLUL A RMuaurT 33, ||_r|_r|_r|_r | -A

Disconnect Mode:
Idle Timer: ICI {msec)

Socket Packet ID Settings
Rx Timeout Between Packets: D {ms)

STX (Start of Transmission) Rx Detect: Byte 1:|:| Byte 2
ETX (End of Transmission) Rx Detect: Byte 1:|:| Byte 2

PLC Specific Settings

STX (Start of Transmission) Tx Append: Byte 1;|:| Byte 2
ETX (End of Transmission) Tx Append: Byte 1:|:| Byte 2

Strip Rx STX/ETX: |
Application Specific Settings

STX (Start of Transmission) Tx Append: Byte 1;|:| Byte 2

ETX (End of Transmission) Tx Append: Byte 1:|:| Byte 2
Strip Rx STX/ETX: ]

EtherNet/IP Settings
Rx (To PLC) Ethernet Transfer Method: |F‘Q||ir|g v
< |
IDl:nne €0 Internet fh v Hi0w -

Scroll down to the “Socket Packet ID Settings.
Defaults are shown here. Nothing will be changed here until later.

54
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Once you have completed the testing procedure, you will want to use the Determination of STX and ETX values to find what
the values are to be placed in these STX and ETX fields. You will find these values in the Display Ethernet Device Logs
instead of the Serial Device Logs. Once your mew values are input, scroll to the bottom of the page and click on the “Submit”
button.
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/= Comitrol Corporation - DeviceMaster UP EtherMet/IP 4.10 - Windows Internet Explorer, |Z||E|r5__<|

@.;}.v & 192,168.2.11 v|[E] |42 x| |29 I
File Edit ‘Wiew Favorites  Tools  Help
i Favarites | 55 - &|SwitchManager @& EthiP .11 & FTP Bl Google & 201 &) ss.13 £ 25 fi
| @ Comtrol Corporation - DeviceMaster P EtherNet/IP 4... | Koo BE) [0 = v page~ Safety~ Tooks+ @v
ETX (End of Transmission) Tx Append: Byte 1;|:| Byte 2 <
Strip Rx STX/ETX: ]
EtherNet/IP Settings
Rx (To PLC) Ethernet Transfer Method: \Polling v |
PLC TP Address: 00,00 |
PLC Controller Slot Number {ControlLogix Family): EI
Maximum PLC Update Rate {Write-To-Tag/File): {msec)

Maximum Rx Data Packet Size: (bytes)
Oversized Rx Packet Handling:

Rx (To PLC) Produced Data Tag/File Name: |

Mote: File names for SLC/PLC-5 must begin with a "$" (i.e. SN10:0). B
Mote: File names for MicroLogix must begin with a "#" {i.e. #N10:0).

Tx Sequence Number Checking: ]
Disable Non-Filtered To PLC Rx Queue: |
(PLC-5/SLC) Rx MS Byte First: ]
(PLC-5/SLC) Tx MS Byte First: ]
et M e st e o ar_ b/
25 ?
IDl:nne €0 Internet fh v Hi0w -

Scroll down to the Ethernet/IP Settings:
Defaults are shown here.
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/= Comitrol Corporation - DeviceMaster UP EtherMet/IP 4.10 - Windows Internet Explorer, |Z||E|[$__<|

@;‘/v & 192,168.2.11 v|[E] |42 x| |29 I
File Edit ‘Wiew Favorites  Tools  Help

i Favarites | 55 - &|SwitchManager @& EthiP .11 & FTP Bl Google & 201 &) ss.13 £ 25 fi
| @ Comtrol Corporation - DeviceMaster P EtherNet/IP 4... | Koo BE) [0 = v page~ Safety~ Tooks+ @v
I .Y

Application Specific Settings =

STX (Start of Transmission) Tx Append: Byte 1:|:| Byte 2

ETX (End of Transmission) Tx Append: Byte 1;|:| Byte 2
Strip Rx STX/ETX: ]

EtherNet/IP Settings
Rx (To PLC) Ethernet Transfer Method:

PLC IP Address:

\Write-to-Tag/File v
192.168.2.40 |

PLC Controller Slot Number (ControlLogix Family): 0
Maximum PLC Update Rate {(Write-To-Tag/File): {msec)

Maximum Rx Data Packet Size: (bytes)

Oversized Rx Packet Handling:

Rx (To PLC) Produced Data Tag/File Name: C |Com1_RxData|

Mote: File names for SLC/PLC-5 must begin with a "$" (i.e. SN10:0).
Mote: File names for MicroLogix must begin with a "#" (i.e. #N10:0).

Tx Sequence Number Checking: |
Disable Non-Filtered To PLC Rx Queue: ]
(PLC-5/SLC) Rx MS Byte First: ]
W
< )
IDl:nne €0 Internet fh v Hi0w -

Modify these settings as shown.

RX (To PLC) Ethernet Transfer Method: Write-to-Tag/File

PLC IP Address: The IP address of your PLC. My PLC is 192.168.2.40

RX (To PLC) Produced Data Tag/File Name: in the Sample Code we use Com1_RxData.
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/= Comtrol Corporation - DeviceMaster UP EtherMet/IP 4.10 - Windows Internet Explorer, : EI[‘&__(I

@._ ) » |g, 192.168.2.11 V| EUESEAN | | L -
o
File Edit ‘Wiew Favorites  Tools  Help
n n »
5. Favorikes | 53 * & | SwitchManager & | EthIP .11 & | FTP Google & | 201 & ss.13 & |25
— »
€& Comtrol Corporation - DeviceMaster UP Etherhet/IP 4... ﬁ ~ B Y| = - Page - Safety = Toaols - @'*
RFID Antenna Grouping: |Nune b | -
RFID Reader Interface Type: |Unspecified |
Barcode UPC/EAN Standard 12-14 Digit Format: |None v |
Barcode UPC/EAN Eight Digit Format: |None v |

Filter Age Time (Time filtered after last read): D (min) D (sec) (100

Discard Unrecognized Data (RFID/Barcode): |oﬁ v|
Application TCP Connection Configuration
Enable: ]
Listen: ]
Listen Port:
Connect To Mode: |Never v|
Connect Port:
Connect IP Address: ||}_|}_|}_|} |
Disconnect Mode:
Idle Timeout: ICI {msec)
[ Reset Statistics Reset Port Save in Flash [ Undo Changes ] :
< | >
IDl:nne €0 Internet fh v Hi0w -

Scroll to the bottom of the page and click on Submit.
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Setting up PuTTY

Back to top (Back to Serial to Socket Mode Section Header)
Please note: In this testing procedure we will be using PUTTY to connect to the DeviceMaster. In most cases, the
DeviceMaster will connect to the Ethernet device instead of the Ethernet device connecting to the DeviceMaster. Once this
testing has completed you will probably be reconfiguring the information displayed on page 42 of this guide.

Open PUTTY which is included in PortVision Plus.
C:\Program Files\Comtrol\PortVision Plus\PUTTY.EXE

PulTY Configuration
Cateqgarny:

(=) Seszion Bazic options for your PuT TV session
Llngglng Specify the destination you want to connect ta

= Teminal

Host Mame [or [P address) Port

K.ephoard
Bel | BES |
Features Connection type:

= Window (O Raw (3 Telmet O Rlagin (O 55H (O Serial
&

|:I|:IEEI.IEII"ICE Load, save or delete a stored session
B ehaviour
Translation Saved Sessions
Selection | |
Colours :
Default Settings

=) Conhection e : [ﬂ]
Data Save
b
Rlogin

S5H
Serial Claze windaw ar exit:
Oidlwaps i Mever (2 Only on clean exit
[ Ahaout ] [ Help ] [ Open ] [ LCancel l

Default Settings are shown here

8 PuTTY Configuration
Cateqgarny:

(=) Seszion Bazic options for your PuT TV session
Loaging

= Teminal
K.ephoard

ozt Mame [or P addrezs)

Bel 2.168.2.11 | 8000 ,>

Features Connection type:
= Window (O Raw 3 Telmet O Rlagin () 55H (O Serial
Appearance

B ehaviour :
Trarslation Saved Sessions

Load, save or delete a stored session

Selection | |
Colours
=) Conhection

(ios )

Default Settings Load

Prowy
Telnet Delete
Rlogin
S5H
Serial

Claze windaw ar exit:
Oidlwaps i Mever (2 Only on clean exit

[ About ] [ Help ] [ Open ] [ LCancel l

Enter the IP address of your DeviceMaster in the “Host Name (or IP address)” field
Set the “Port” value to 8000
Click on Open
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Return to the web

S[=1E

/= Comtrol Corporation - DeviceMaster UP EtherMet/IP 4.10 - Windows Internet Explorer

e~ | 192.168.2.11 v| B[+ x| [*] 1R
File Edit ‘Wiew Favorites Tools  Help
n n o
S Favorites | 5= T | SwitchManager & | EEhIP .11 & | FTP E Google & | 201 £ |s5.13 B 2.5
- = »
i€ Comtral Carporation - DeviceMaster UP Etheret/IP 4., ﬁ - B Y| = v Page - Safety - Tools - @@~
Y
Ethernet Device Configuration
Server Configuration Home
Serial Device Configuration
Communication Statistics
PLC Interface Diagnostics
Display Ethernet Device Logs
Socket 1
Device TCP Connection Configuration
Enabled: Yes
Listen: Yes
Listen Port: g000
Connect To Mode: MNewver
Connect Port: 8010
Connect IP Address: 0.0.0.0
Disconnect Mode: MNewver
Idle Timeout: 0
Device TCP Connection Status
Remote Connection: ( 192.168.2.30: 3678 )
Socket Packet ID Settings v
IDu:une &) Internet R I 11 r

If PUTTY successfully connected you will see in the Remote Connection: The IP address of the PC that you are running
PuUuTTY on. In this case 192.168.2.30:3678. The value to the right of the colon is the source socket value of PUTTY which
may change from connection to connection.
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Change the MainRoutine in the Project for an Ethernet Device
connected to the DeviceMaster

Back totop (Back to Serial to Socket Mode Section Header)

Return to the PLC
¥ RSLogix 5000 - ComtrolClx in loopbackExampleTagWrite. ACD [1756-11]

Eile Edit Yiew Search Logic Communications Tools  Window  Help
(= T b, K
2 ||6| S| 4 [Es[@] =] =] Bll& = M= &[S
RemRun  [I M FunMode e Paih: | AB_ETHIP-11132.168. 2. 40\B ackplans\T* ~| ﬁ
Mo Farces 9 [ Controller OF, :
= W Eattery Fault
NoEdis B e I Wl =0 D=1 RN B2 Ea BT RO A
= /0 0K,
ll J0 I3 | AT A A A
-5 Controller Combralcl & Controller Tags - ComtrolClx(controller)
i Controller Tags
23 Controller Faulk Handler Scope: |EDI‘I‘It[D|C|H[CCInt[CI||EIj Show: |5hDW All 'l Sort: | Tag Mame -
(53 Power-Up Handler Tag Mame o |Value &« | Force Mask® | Style | Type +|
T @%ﬁ i Task + Coml_ConRxSeq 240 Decimal INT
- 5inT as — - e
= % MainPragram | |E Coml_ProdRs=Seq z40 Decimal INT
8 Program Tags |+ Caml_ProdTxSeq 400 Decimal INT
B Mainrautine |+ Coml_ResetPilmd 13 Decimal DINT
(23 Unscheduled Programs » |— Coml_RsData f...} {...} |Decimal SINT[
=& gt'ﬁn Gm“':'sd . |+ Coml_RsDatal0] -16 Decimal SINT
1 Tror d”sgm”pE s |+ Coml_ReDatal1] 0 Decimal SINT
= +-Com1_R=DatalZ] i} Decimal SIMNT
£5] Data Types -
+ Eﬂ, User-Defined || & Com1_Rx=Data[3] 1 Drecimal SIMT
+- L Strings |+ Coml_RxData[4] &7 Decimal SIMNT
* % PVEECI'EIF""EC'F ] +| Com1_RxD ata[5] 111 Decimal SINT
Module-Crefine = .
-5 1/0 Corfiguration || Caml_R=D atalB] 109 Deu:!mal SIMNT
ﬂ [1] 1756-ENET/4 EnetEridge | Com1_Rx=Data[7] g0 Decimal SINT
|| Caml_R=Datald] 111 Decimal SIMNT
| Coml_Rx=Data[d] 114 Decimal SINT
|| Caoml1_R=Data[10] lla Decimal SIMNT
| Coml_R=Cata[11] 49 Decimal SINT
|| Coml1_R=Datal12] 32 Decimal SIMNT
| Coml_R=Cata[13] g4 Decimal SINT
|| Coml_R=Datal14] 101 Decimal SIMNT
| Corm1_R=Data15] 115 Decimal SIMNT
|| Caoml_R=Data[16] 9 Decimal SIMNT
| & Coml_R=Data[17] 0 Decimal SINT -
< > » |\ Monitor Tags /4 Edit Tags f |« v
JReady
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Take the PLC Offline so we can configure the project.
#%/ RSLogix 5000 - ComtrolClx in loopbackExampleTagWrite.ACD [1756-L1]

File:

Edit  View Search Logic Reegpipie=snt Tools ‘Window Help

@& 8| |m(e=

Rem Run A2 = RunMode

Who Active
Select Recent Path. ..

Go Cffline

Mo Forces » = Controller [|
Na Edit = W Battery Fal
S = [ /00K

£ Controller CombrolCl

4 Controller Tags

[23 Contraller Faulk Handl
[ power-Up Handler

Program Made

Test Mode

o #lnlmlE LY

b | AB_ETHIP-14132.168. 2. 40MB ack planeh0”

ATLA A

i

1 Tags - ComtrolClx(controller)

trolCls(cantroller | Shaw: [Show Al

v| Sort: | Tag Mame -

fa) |Value € | Farce Maske | Style | Type =
= S%ks. . Lock Contraoller onRxSeq 313 Drecimal INT j
T - glnr\::ilswrogram rodRx=5eq 313 Decimal IMT
¥ Program Tags rodT=5eq 473 Decimal IMT
B Mainrautine esetPriCmd 13 Decimal DINT
(3 Unscheduled Programs Coml_RxData {...} Decimal SINT[
- g””” Groups + Coml_FixD atal0] 57 Decimal SINT
- Tren"ézgmupe'j e + Com1_ReD ata[1] 1 Decimal SINT
—1-£5 Data Types +-Coml1_R=Datal2] 0 Decimal SINT
¥ Eﬂ, User-Defined +/ Coml1_R=Datal3] 1 Drecimal SIMNT
+ Eﬂ, Strings + Coml_RxData[4] a7 Deciral SIMNT
+ Ly Predefined + Coml_ReData[s] 111 Decimal SINT
| ai%';'g:;‘;g";m&d + Coml_RuD atalE] 109 Decimal SINT
ﬂ [1] 1756-EMET /& EnetBridge +/ Coml1_R=Data[7] a0 Decimal SIMNT
+/ Caml_R=Datal8] 111 Decimal SIMNT
+/ Coml1_R=Data[9] 114 Decimal SIMNT
+-Com1_R=Data[10] 11A Decimal SINT
+/ Coml1_R=Data[11] 49 Decimal SIMNT
+- Com1_R«=Data[12] 32 Decimal SINT
+/ Coml1_R=Data[13] g4 Decimal SIMNT
+ Com1_R«=Data[14] 10l Decimal SINT
+/ Coml_R=Data[15] 115 Decimal SIMNT
+-Com1_R«Data[1E] a Decimal SINT
+/ Coml_R=Data[17] 0 Decimal SINT -
< > '\ Monitor Tags £ Edit Tags / | ] LI—I

G0 offline from the controller

Click on the “Communications” drop down menu and select “Go Offline”
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¢ RSLogix 5000 - ComtrolClx in loopbackExampleTagWrite. ACD [1756-11]

- S% = E @a

File Edit Wew 3Zearch Logic Communications Tools ‘Window Help

a|(d| & &lmle o]

Offline . 7 RUM E Path: |AE_ETHIF‘-1‘\192.158.2.4D\Eackplane\0“
Mo Forces b IEEAKT qP

Ma Edits =y B0 ﬂ ‘ ‘ | | | ‘ | |

| <1 1n z

A

=15 Contraller CombralClx
4 Controller Tags
[F3 Controller Fault Handler
[C3 Power-Up Handler
-5 Tasks
= % MainTask
= 'ﬂ rMainProgram

(23 Unscheduled Programs
=15 Mation Groups
3 Ungrouped Axes
3 Trends
-1-5 Data Types
+- L User-Defined
+ Eﬂ, Skrings
+ Eﬂ, Predefined
[ Module-Defined
—1-£5 [ Configuration

El MainProgram - MainRoutine

iz e ETIE]

A

2 A e ———

L L )—I
L &0
— A —
Source & Coml _ProdTxSeq
0 &
Source B 1
Dest Coml_ProdTxSeq
0 &

Tranzmit cata
structure Produced
sequence number
Pl

SendDstabzsg EM_CC

ﬂ [1] 1756-EMET /A EnetBridge
howe ] |
Source Coml _ProdTxSeq
0«
Dest Coml_TxDataStr prodSeghumber
0 &
Type Ladder Diagratm (hain)
Description
e
— Type - CIP Generic —
Meszage Control SendDatabzg
R —
< > % MainRoutine 1] | 3
JReady Rung Z of 4 APP

Go to the MainRoutine

Note the Offline indicator in the upper right corner.
Click on the SendDataMsg to open the configuration dialog.
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We can now make the one change to the Project that is required.

X)

Message Configuration - SendDataMsg

Configuration l Eu:ummuniu:atiu:un] Tag ]

Mezzage Type: |EIF' eneric ﬂ
Service |Set Attribute Single ﬂ Source Element:  [Com1_TxDataStr |
Type:

soucelengh  [50 =] (s
Semwice E
Code: Im— [Hex] Class: Hex] | |

Instance: |1 Attribute:| 1 [Hex] Mew Tag

i3 Enable 3 Enable ‘W aiting i3 Start ® Done Done Length; 0
i3 Errar Code: Extended Emrar Code: [ Tirmed Qut &
Errar Path:
Error Text:

| k. | Cancel | | Help |

The only option we need to modify is the “Class:” attribute.

X

Message Configuration - SendDataMsg

Ennfiguratiun“l I:Dmmuni-:atil:un] Tag ]

Mezzage Type: |EIF' Genenc j
Service |Set Attribute Single ﬂ Source Element: |I:|:um'|_T:-:D ataSh - |
Type:

Source Length: B0 El: [Bytes]
| |

Iz MHew Tag...

Senvice l— l—
Code: 1a Iz 4 =1
Instance: |1 Attribute:] 1

i3 Enable <3 Enable ‘W aiting i3 Start #® Done Done Length: 0
i Errar Code: Extended Emrar Code: [ Tirmed Out <
Errar Path:
Errar Text:

| ] | Cancel Apply Help

Change the “Class: from 71 to 74 as shown here.

A class of 71 indicates a serial port device is connected.

A class of 74 indicates an Ethernet device will be used. Socket 1 is the socket in use in the DeviceMaster, so the instance will
remain a value of 1.

Click “Apply” and “OK”
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z RSLogix 5000 - ComtrolClx in loopbackExample TagWrite. ACD [1756-L1]*

File:

Edit  View Search Logic [ReGElyiyiye]

Z(E| &| %52 thoadie

Select Recent Path. ..

Tools

Window  Help

- Slssl e vE ald)

= %

=]

E | AB_ETHIP-14132.168. 2. 40MB ack plane0*

| 4k |4 [ |10 | ] +

Dffline . I RUM
Mo Forces b I': oK Go Online
BAT
i 2, Upload. ..
Mo Edits =m0
Download

-5 1j0 Configuration

£5] Contraller ComtralCl
4 Controller Tags
[ Contraller Fault Handl
[ power-Up Handler
£ Tasks
=55 MainTask
= 'ﬂ rMainProgram
8 Program Tags
E:ﬂ MainRoutine

rnam - MainRoutine

avorites 4 Bt 4 TimeriCounter A InputiDutput 4 Compare

(23 Unscheduled Programs
£5] Mation Groups
3 Ungrouped Axes
3 Trends
£ Data Types
+- L User-Defined
+ Eﬂ, Strings
+- L Predefined
£ Module-Defined

Bl [1]1756-EMET/A EnetEridge

<

Type
Description

Ladder Diagram (Main)

¥

% MainRoutine

800

J’— el

Dest

Source & Coml _ProdTxSeq

Source B 1

0 &

Comd_ProdTxSeq
0 |

Tranzmit cata
structure Procuced
zeuUence number

Pl

SendDstabzsg EM_CC

Mhowe ] e
Source Carml _ProdTxSeq
0«
Dest Comd _TxDataStr prodSeghumber
0 &
WS
— Type - CIP Generic —EM——

Meszage Control

SendDatabzg | —Dr—

—ERI—

4] |

d

J0ownload using current communications path

Rung 2 of 4 APP

Now we can download the project to the PLC and let it change back to Run mode.
Click the “Communications” drop down menu and select “Download”
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Download

Tj Dawrload ta the contraller:
-2 I arne; CormtralCl
Type: 1756-L1 48 1786-k 3728 ContralLogi=5550 Cantraller

Path: &B_ETHIP-14192.168.2. 400B ack planeh0

Secunty:  <MNone:

x]

The cantraller iz in Remate Bun mode. The made will be changed ta
Femaote Program prior to download.

Cancel Help

Click the Download button

RSLogix 5000 X

] E Done downloading, Change conkraller mode back to Remoke Run?
L

w

Respond Yes to the confirmation dialog
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Confirmation of Socket Data Transfer

Back to top (Back to Serial to Socket Mode Section Header)

PUTTY should look something like this:

£192168241-PuTY . EEX

wPortl T ; . = akrc =] ahodefComPortl TR

]

I

abhc . s shocdefComPo
2idefComPortl Tes=
defComPorcl Tes

D

0

o

I

D

defComPorcl Tes

ok

=1alw ortl Tes ]
ahcde ahcdefl W
You will see received data in PUTTY. This is the data that the PLC is sending to the DeviceMaster, which is then forwarded

on to the PUTTY application. The data from the PLC is being sent without the use of either an STX or ETX so it is simply
displayed over and over instead of having each packet on a separate line.

o

You can send data at the same time, but the data will not display here.

Let's send some data. | will press and hold the letter ‘a’ for a moment to let it repeat a few times.
Again, it will not be see in the PUTTY display.

We should see both the received data and the string of ‘a’ values that we sent in the Display Ethernet Device Logs in a
following graphic.
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Back to the web pages of the DeviceMaster.
/= Comtrol Corporation - DeviceMaster UP EtherNet/IP 4.10 - Windows Internet Explorer : E|r>__<|

3 IF2E

3 | [¢
'k__,'f'v |g, 192.168.2.11 V| ical W s A NP o8

File Edit ‘Wiew Favorites  Tools  Help

i Favarites | 55 ~ @] SwitchManager & Ethip 11 & FTP [E) Google & 201 &) ss .13

. €& Comtrol Corporation - DeviceMaster UP Etherte. .. . ﬁ ~ B = c@g v Page -~ Safety = Tools - @'*
Server Configuration ~

i

>

Software: EtherMet/IP 4.10

Serial Number: 9013 - 280

k y IP Config: Static

DEV/CE*MASTER® 1P Address: 192.168.2.11
up IP Netmask: 255.255.0.0

IP Gateway: 192.168.0.254

Serial Device Configuration

Ethernet Device Configuration

Communication Statistics

Display Serial Logs

Display Ethernet Device Logs

PLC Interface Diagnostics

Configure Network

Configure Security —

IDl:nne €0 Internet fh v Hi0w -

(£

Click on Display Ethernet Device Logs
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Scroll down into the log looking for the string a values we sent from PuTTY

/= Comtrol Corporation - DeviceMaster UP EtherNet/IP 4.10 - Windows Internet Explorer '._ E|r5__<|
o 0
@.\:_/ + g 192.168.2.11 IR | IF2E
File Edit ‘Wiew Favorites  Tools  Help
N i ¥
<lp Favorites | ~ @] SwitchManager & Ethip 11 & FTP [E) Google & 201 &) ss .13
- = = »
€& Comtrol Corporation - DeviceMaster UP Etherte. .. @ ~ B | @ - Page v Safety = Tools + g+

Pkt{lz}; 000 DD;41;16:33E];TK;CDmP0rt1 Tes{DQh}{DDh}{DDh}{DDh}{DDh}{DDh}{DDh}{UDh}{DDh}{D[f

Pkt(13): 000 00:41:16.850:Tx:ComPort1 Tes(09h)(00h)(00h){00h){00h){00h)(00h)(00h){D0h){O
Pkt(14): 000 00:41:17.370:Tx:ComPort1 Tes(09h)(00h}(00h){00h)(00h}{00h)(00R)(00R){00N)(0t
Pkt(15): 000 00:41:17.890:Tx:ComPort1 Tes(09h)(00h)(00h){00h){00h){00h)(00h)(00h){00h){O
Pkt(16): 000 00:41:18.410:Tx:ComPort1 Tes(09h)(00h)(00h){00h)(00h}{00h)(00R)(00R){00N) (0t
Pkt(17): 000 00:41:18.930:Tx:ComPort1 Tes(09h)(00h)(00h){00h){00h){00h)(00h)(00h){D0h){O
Pkt(18): 000 00:41:19.450:Tx:ComPort1 Tes(09h)(00h}(00h){00h)(00h}{00h)(00R)(00R){00N) (0t
Pkt(19): 000 00:41:19.970:Tx:ComPort1 Tes(09h)(00h)(00h){00h){00h)(00h)(00h)(00h){D0h){O
Pkt(20): D00 00:41: :Tx:ComPort1 Tes{09h)(00h)}(00h){00h)(00h)(00h)(00h)(00R){00R}(0t
Pkt(21): 000 00:41: :Rx:3aaaaaaaaaaaaaaaaal0Dh){0A
Pkt(22): D00 00:41: 00h)(00h){00h)(00R)(00R){00h)(00R){00R} (Ot
Pkt(23): 000 00:41:21.530:Tx:ComPort1 Tes(09h)(00h)(00h){00h){00h)(00h)(00h)(00h){D0h){O
Pkt{24): 000 00:41:22,050:Tx:ComPortl Tes(02h){00h}{00h}{00h)(00h}(00R)(00h3(00Rh)(00Rh (0
Pkt(25): 000 00:41:22.570:Tx:ComPort1 Tes(09h)(00h)(00h){00h){00h)({00h){00h)(00h){00h)(0(
Pkt{2&): 000 00:41:23.090:Tx:ComPortl Tes(02h){00h}{00h}{00h)(00h}(00R)(00h3(00Rh)(00R) (0
Pkt(27): 000 00:41:23.610:Tx:ComPort1 Tes(09h)(00h)(00h)(00h){00h)(00h)(00h)(00h){D0h){O
Pkt{28): 000 00:41:24,130:Tx:ComPortl Tes{02h}{00h}{00h}{00R){(00h}(00R)(00h}(00Rh)(00R} (DI
< | >

IDl:nne alnternet 3 T H100% v

You should see something like this.

Note the Pkt(21) 000 00:41:20.630:Rx:aaaaaaaaaaaaaaaaaa(0Dh)(0Ah)

The Rx packet is what was sent from PuTTY. | held the ‘a’ key down for a moment and then pressed the Enter key.
The line breaks down as this:

Pkt(21): 000 00:41:20.630: RX: Haaaaaaaaaaaaaas 0Dh)(0Ah)

Pkt This is the descriptor for Packet
(21)! This is the ID number of the packet
000 00:41:20.630 breaks down as this:

000 = day number
00: = hour number
41: = minute number
20. = second number
630 = milliseconds

The day and time values are NOT the date and time of day. The DeviceMaster UP does not have a Date/Time clock. This is
the period of time that the DeviceMaster UP has been running. Rebooting the DeviceMaster UP will reset all of these values
back to 0.
This is the indication of a receive from the socket port.
This is the actual data from PuTTY.
(ODh)(0AN) The Enter key provided the (0Dh)(0Ah) as the carriage return, line feed. These values converted to Decimal (13
and 10) would be used in the ETX fields.
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Now back to the PLC.
#% RSLogix 5000 - ComtrolClx in loopbackExampleTagWrite.ACD [1756-L1]*

File Edit Wew 3Zearch Logic Communications Tools ‘Window Help

8| & &[Bs(e] <] = Blsl®| e (Y= &la
Rem Run  [IJ M Run Mode (7 Pathc | AB_ETHIP-14192.166 2 4008 ackplane\0" ~| &
Na Farces p_| I Controller OK. :

- =y Battery Fault
Mo Editz = I /00K

=5 Controller Comtrolclx
4 Controller Tags
[£3 Contraller Fault Handler Scope: |CDmtruICIM[controllerﬂ Shaw: |5hDW All v| Sort: | Tag Mame -
(3 Power-Up Handler Tag Mame £ Yalue L2 | Force Maske | Style | Type =
n S%ks . " » |+ Coml_ConRxSeq 0 Decimal INT j
TR glnr\::ilswrogram |+ Coml_ProdRsSeq 0 / Deciml INT
¥ Program Tags |+ Coml_ProdTxSeqg 24 Decimal IMT
B Mainrautine |+ Caml_ResetPrCmd 13 Decimal DINT
(3 Unscheduled Programs | = Coml_R«Data foi) {v..) Decimal SINT[
=& g””” Groups |+ Coml_RsData[0] 0 Decimal SINT
o narouped s |+ Coml_RxDatall] 0 Decimal SINT
—1-£5 Data Types |+ Caml_RxData2] 0 Decimal SINT
¥ Eﬂ, User-Defined | = Coml_R=Datal3] ] Drecimal SIMNT
+ Eﬂ, Strings |+ Coml_RxData[4] ] Deciral SIMNT
#- Ly Predefined |+ Coml_RuDatal] 0 Decimal SINT
| ai%';'g:;‘;g";m&d |+ Coml_RData(6] o Decimal SINT
ﬂ [1] 1756-EMET /& EnetBridge || Coml1_R=Datal7] 0 Decimal SIMNT
|| Caml_R=D atal8] 0 Decimal SIMNT
|| Coml1_R=Datal9] 0 Decimal SIMNT
|+ Coml_RxData[10] i} Decimal SINT
|| Coml1_R=Data[11] 0 Decimal SIMNT
| Coml_R=Cata[1:2] i} Decimal SINT
|| Coml1_R=Datal13] 0 Decimal SIMNT
| Com1_R=Cata[14] i} Decimal SINT
|| Coml_R=Data[15] 0 Decimal SIMNT
| Com1_R=Cata[16] i} Decimal SINT
| Coml_R=Datal17] 0 Decimal SINT -
< ¥ * |\ Monitor Tags £ Edit Tags f | ] | Ll_l
=)

Now we should see the Com1_ProdTxSeq value incrementing.
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A little later you can see the Com1 ProdTxSeq value continue incrementing

¥ RSLogix 5000 - ComtrolClx in loopbackExampleTagWrite.ACD [1756-L1]*

File Edit Wew 3Zearch Logic Communications Tools ‘Window Help
= “u b e
B ||| & ¢ |%(ef <[] =] Bl = V=] @le
RemRun  [IJ I FunMade L Pathc | AB_ETHIP-11132.168.2. 40\Backplans\0" ~| &
Na Farces b = Contraller OF, :
= W Battery Faul
NoEdis B imen K1 i =i D=0 RN R RO KOA O3 2
| [
=5 Controller Comtrolclx
4 Controller Tags
3 Controller Fault Handler Scope: |CDmtruICIM[controllerﬂ Shaow:; |5hDW Al v| Sort: | Tag Mame -
(3 Power-Up Handler Tag Mame o |Value L2 | Force Maske | Style | Type =
= Tasks . +-Coml_ConRxSeq z Decimal INT
=475 MainTask — -
- a MainPragram || Caml_ProdRxSeq \ 2 Decimal IMT
¥ Program Tags |+ Coml_ProdTxSeqg 566 Decimal IMT
B Mainrautine |+ Caml_ResetPrCmd 13 Decimal DINT
(3 Unscheduled Programs b |~ Coml_RxData fone} (... ) [CEEIRE ~ | SN
=& g“ﬁ” Gm“psd . + Coml_RsDatal0] ‘o2 ASCIl SINT
ngrouped Axes — ; .
B3 Trends |+ Coml_R=Data[1] $00 ASCI SIMT
—1-£5 Data Types |+ Caml_RxData2] 514! ASCIH SINT
+- L User-Defined |+ Coml_RxData[3] AE-TilvER ASCI SINT
+ Eﬂ, Skrings | [+ Coml_RxData[4] 'a! ASCI SIMT
e % Prejﬁf'”EdF ) + Com1_FsD atal5] ral ASC SINT
Module-Define 1 .
| £ 16> Canfiguration | [+ Coml_R=Data[s] a ASCI SINT
ﬂ [1] 1756-ENBT /& EnetBridge |+ Coml_R=Data[7] a ASCI SIMT
|+ Coml_R=Data[3] 'al ASCI SIMT
|+ Coml_R=Data[d] 'a! ASCI SIMT
| [+ Coml_Fi=Data[10] 'al ASCI SIMT
|+ Coml_R=Data[11] 'a! ASCI SIMT
|+ Coml_RxData[12] 'al ASCI SIMT
|+ Coml_R=Data[13] 'a! ASCI SIMT
|+ Coml_RxData[14] 'al ASCI SIMT
| [+ Coml_RzData[13] 'a! ASC SIMT
|+ Coml_RxData[1E] 'al ASCI SIMT
| [+ Coml_RzData[17] 'a! ASCI SINT
< ¥ * |\ Monitor Tags £ Edit Tags f | ] | ’
JEnter displary style For the value ,2,

If we expand and look at the Com1_rxData in the PLC we see the sequence counter, the length field and data displayed.

Socket mode is operational.
You may now nheed to return to the DeviceMaster to configure the socket settings to match to your equipment.
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Trouble Shooting and Support Assistance
Back to top

Please complete the following procedure and have this ready to send via email to your Comtrol Support Representative This
will provide the most comprehensive data for the support person to work with, allowing the quickest and most
comprehensive reply possible. In extremely rare case, additional information may be required.

These files will probably tell us everything we need to know as to what is causing the failure. If you use some web browser
other than Microsoft Internet Explorer, | do not know if the files will create and display as expected once the support person
receives them, so if possible, please use Windows Internet Explorer as the web browser.

You may contact Comtrol Technical Support at 763-957-6000

Serial Port Connected Device:

Using PortVision Plus save the DeviceMaster configuration to a file:
Open PortVision Plus

Highlight the DeviceMaster in question

Click the ‘Save’ icon on the launch bar

Give a name to the file to save such as your case number or your name.
Save the file to a path that you are comfortable using.

Set the DeviceMaster for “Write to Tag/File” mode using whatever method you prefer. Ether through plc commands to the
DeviceMaster or via the web page of the DeviceMaster.

Once it is set to “Write to Tag/File” mode we want to reset the statistics.

Open the web page of the DeviceMaster. (These instructions assume Windows IE)

Click on Display Serial Logs

Click on “Reset Serial Log”

Once reset, click on Server Configuration Home

Click on PLC Interface Diagnostics

Click on “Reset Statistics”

Once reset, click on Server Configuration Home

Do some scans (or whatever you do that causes the error). Capturing just 2 or 3 error instances should be more than
enough.

We then want to capture some web pages to have you send to Comtrol.
Click on Serial Device Configuration
Click on Port 1
Click on the “File” drop down menu and select “Save As...”
Give the name as portl
Make sure the page saves as type (*.mht)
Click the ‘Back’ button
Click on PLC Interface Diagnostics
Click on the “File” drop down menu and select “Save As...’
Give the name as plc-diag
Make sure the page saves as type (*.mht)
Click on Display Serial Logs
Click on the “File” drop down menu and select “Save As...”
Give the name as serial-log
Make sure the page saves as type (*.mht)

Capture screen shots or details of everything that you have modified in the loopbackExampleTagWrite.L5K file

Gather the configuration file from PortVision Plus and the web pages saved files and zip these files together with the details
of the changes made to the loopbackExampleTagWrite.L5K and zip into a single archive file.
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Ethernet Connected Device:

Using PortVision Plus save the DeviceMaster configuration to a file.
Open PortVision Plus

Highlight the DeviceMaster in question

Click the ‘Save’ icon on the launch bar

Give a name to the file to save such as your case number or your name.
Save the file to a path that you are comfortable using.

Set the DeviceMaster for “Write to Tag/File” mode using whatever method you prefer. Ether through plc commands to the
DeviceMaster or via the web page of the DeviceMaster.

Once it is set to “Write to Tag/File” mode we want to reset the statistics.

Open the web page of the DeviceMaster. (These instructions assume Windows IE)

Click on Display Ethernet Device Logs

Click on “Reset Ethernet Log”

Once reset, click on Server Configuration Home

Click on PLC Interface Diagnostics

Click on “Reset Statistics”

Once reset, click on Server Configuration Home

Do some scans (or whatever you do that causes the error). Capturing just 2 or 3 error instances should be more than
enough.

We then want to capture some web pages to have you send to Comtrol.

Click on Ethernet Device Configuration

Click on Socket 1

Click on the “File” drop down menu and select “Save As...’
Give the name as socketl
Make sure the page saves as type (*.mht)

Click the ‘Back’ button

Click on PLC Interface Diagnostics

Click on the “File” drop down menu and select “Save As...”
Give the name as plc-diag
Make sure the page saves as type (*.mht)

Click on Display Ethernet Device Logs

Click on the “File” drop down menu and select “Save As...”
Give the name as socket-log
Make sure the page saves as type (*.mht)

Capture screen shots or details of everything that you have modified in the loopbackExampleTagWrite.L5K file

Gather the configuration file from PortVision Plus and the web pages saved files and zip these files together with the details
of the changes made to the loopbackExampleTagWrite.L5K and zip into a single archive file.
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