Using PortVision DX to Update DeviceMaster Firmware

This manual contains the basic steps necessary to completely update NS-Link or SocketServer firmware and Bootloader
in the DeviceMaster using PortVision DX. The same procedures are used for installing all of the other available firmware.

In the event a failure of these procedures is experienced, it is recommended that Comtrol Technical Support be contacted
for additional assistance. This document does not include instructions for configuring security in the DeviceMaster.

This manual will show step-by-step instructions for this procedure when using the Microsoft Windows Operating Systems.

This manual contains no explanations for the procedures outlined here. For full information and details, please see the
DeviceMaster user guide and the DeviceMaster NS-Link user guide.

DeviceMaster user guide: ftp://ftp.comtrol.com/dev_mstr/rts/docs/dev_mstr_install_guide.pdf

DeviceMaster NS-Link user guide:

ftp://ftp.comtrol.com/dev_mstr/rts/docs/devicemaster windows mgmt console userquide.pdf

For new installations see all of the chapters. For an update situation you may already have PortVision DX installed and IP
addresses assigned to the DeviceMaster. If that is the case, you may skip some of the chapters as desired, but it is
recommended that you save your DeviceMaster configurations in any event.

Please note: Screen shots showing version numbers will not be correct and are shown as examples.
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Begin by downloading the desired files by clicking on the links and saving to a convenient directory.
PortVision DX: ftp://ftp.comtrol.com/contribs/devicemaster/driver-packages/previous/PortVision_DX_3.05.msi
Bootloader: ftp://ftp.comtrol.com/dev_mstr/rts/software/bootloader/ (select the .cmtl file)

SocketServer: ftp://ftp.comtrol.com/dev_mstr/rts/software/socketserver/  (select the .cmitl file)

Please note: The extension of the file name has been changed to .cmtl instead of .bin. PortVision DX version 3.04 or
greater MUST be used with these extensions!

SocketServer and NS-Link have been incorporated into a single cmtl file. By default, once loaded, the file will show
SocketServer in both the web page and PortVision DX until a driver begins communication with this DeviceMaster. Once
a driver establishes communications, the firmware will now 'automatically’ indicate that it is NS-Link.

Common Application Firmware files for the DeviceMaster UP are also available and may be downloaded from the Comtrol
web site: www.comtrol.com

You may also use this link to download files:
ftp://ftp.comtrol.com/html/default.htm

It will be necessary that the PC and the DeviceMaster both have static IP addresses assigned so as to allow full IP
communications. Ideally this will be a direct connection between the PC and the DeviceMaster in which case DHCP will
not be able to assign IP addresses to either the PC or DeviceMaster. If the update procedure fails, it will be necessary to
have IP addresses assigned to both the PC and the DeviceMaster. If the DeviceMaster is to be updated while attached to
a network, the Bootloader Timeout value may have to be modified which can only be done using IP communications.

Please note: It is mandatory that all security protocols on the DeviceMaster be disabled before beginning this procedure.
If desired, after completion, the secure config, and/or, data options, may be reselected from the DeviceMaster home page
> Configure Security options. Do not select the ‘Secure Data’ mode as this is not compatible with the drivers prior to
version 10.10.


ftp://ftp.comtrol.com/dev_mstr/rts/docs/dev_mstr_install_guide.pdf
ftp://ftp.comtrol.com/dev_mstr/rts/docs/devicemaster_windows_mgmt_console_userguide.pdf
ftp://ftp.comtrol.com/contribs/devicemaster/driver-packages/previous/PortVision_DX_3.05.msi
ftp://ftp.comtrol.com/dev_mstr/rts/software/bootloader/
ftp://ftp.comtrol.com/dev_mstr/rts/software/socketserver/
http://www.comtrol.com/
ftp://ftp.comtrol.com/html/default.htm

PortVision DX Installation
Back to top

If a previous version of PortVision Plus or PortVision DX is currently installed, uninstall it by going to Control Panel>Add or
Remove Programs. Select PortVision from the list and click on ‘Remove’. Close Add or Remove Programs.
Run the PortVision_DX_3.05.msi file going with default options.

i# Port¥ision DX Setup X %% PortVision DX Setup (x)
. End-User License Agreement A
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i& Port¥ision DX Setup

Ready to Install
The Setup Wizard is ready to begin the Portyision D installation

Click "Install" ko begin the installation. IF you want to review or change any of your
installation settings, click "Back”, Click "Cancel” to exit the wizard,

Advanced Installer

X
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Installing Port¥ision DX

Please wait while the Setup \Wizard installs PartVision D, This may take several
minukes,
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Advanced Installzr

Select Install

& PortVision DX Setup

IPORTVIS{mi

Completing the PortVision DX
Setup Wizard

Click the "Finish" button to exit the Setup Wizard,

Launch PortYision D
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Click Finish

Files will now copy and the application will register itself
to the system

PortVision

DX
You will now have a PortVision DX icon on the desktop

You may launch PortVision DX by using the desktop icon or from the Start menu.



PortVision DX Discovery of DeviceMaster
Back to top

Connect the PC and the DeviceMaster(s) to the same switch whenever possible or connect an Ethernet patch cable
directly from the NIC in the PC/laptop to the DeviceMaster. If the DeviceMaster has both an UP and DOWN Ethernet
port, connect the patch cable to the DOWN port when direct connecting from the DeviceMaster to the PC

Please note: Do not set any security options on the DeviceMaster until scanned into PortVision DX as doing so will
prevent PortVision DX from being able to scan the network, modifying the settings or upload firmware for that
DeviceMaster.

Please note: If you are already familiar with PortVision Plus, please note that PortVision DX is an all new application
designed to work with and manage the complete line of Comtrol products. Later in this guide | will include a screen shot of
some of the ways PortVision DX can display all of these other products. For full information and help with PortVision DX
please see the user manual. In this guide we will be concerned with using it only with the DeviceMaster line of products.

Start PortVision DX
PortVision DX Q@g‘

i View Tools Help
g AN Z - gy -
) ez » S T 8 E - 0 A
Scan Refrs Help About Exit
-

IPORTVIS&%;

Use menu or toolbar to add notes in
this area,

4 Device Name ‘ Model | IF Address | MAC Address ‘ Software Yersion | Status

Far Help, press F1 0 |0 Ready

Select the “Scan” icon on launch bar.

Scan Network ﬁl
Select any number of device types From the list below and click Scan to start
scanning the netwark.,
IV DeviceMaster 500 J AIR [ PRO [ RTS | Serial Hub | UP.
[ 10-Link Master
™ RocketLinx (Managed Cnly)
Mote: IF you wank to abort the process, click Cancel,
Cancel

PortVision DX will works with more than just DeviceMaster models. Comtrol’s IO-Link Master products and also Comtrol
Switches can be managed in PortVision DX. Here we will be concerned only with DeviceMaster models, so we will select
only the DeviceMaster 500 /Air / PRO /RTS / SerialHub / UP option as seen here. If you have any of Comtrols switches or
IO-Link Master products, please feel free to select them at this time.
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Select Scan

Tpdating the status of existing Dewiceldaster units

|

PortVision DX will now Scan for the different devices selected. Please be patient as this may take a couple of minutes
depending on the number of Comtrol products selected and available on your system

Your line item(s) may be slightly different depending on the hardware, version of software, IP address assigned, etc. Note
the IP address. You will be using telnet to communicate to the DeviceMaster. The IP address must be compatible with the
IP address assigned to the PC. If you do not see the DeviceMaster listed, click the “Scan” icon on the launch bar.

m Port¥ision DX

File Manage Wiew Tools Help

e #ZE S S X - 0 H

Scan Refresh | Properties  Save Load Upload Reboot  ‘Webpage  Motes Help About Exit

# - [Z=] Scan Results [1 (1]

IPORTVIS(H%:H;

Mame ¢ Scan Resulks

Use menu or boolbar ko add notes in
this area.

Status

A Device Mame Model IP Address MAC Address

BV

7E S

Use menu or boolbar ko add notes in
this area.

Software Version

ON-LINE

Far Help, press F1 Scan Resulks 1 |Ready
The graphic will show a picture of the model of the device highlighted.

In the highlighted line you will see the major details of this DeviceMaster

=] Skatus

. 07:00:7E RT5-4P (DEY) 192,16 0,250 00:C0:4E:07:

A& Device Mame | Model | IP Address | MAC Address | Software Yersion

rwer 8.00

OM-LIME




Configqure the DeviceMaster’s IP information

Back to top

Highlight the line item and then “Double Click” it to open the IP programming pages.

Device 07:00: 7E - Properties

Tools Documentation ...

=13

Ny
: -
I | oo
& 4 © D
uP DOWN

Iv—- 10/100 NETWORK o]

General ! Software Settings I Web Interface I

DeviceMaster RTS 4-Port (DBS)

o Jome
1

oo
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Basic Information

Device Name :

|Device 07:.00.7E

MAC Address:  |00:

C0:4E:07:00:7E

Serial Number : |

Device Status :

Detection Type :

Network Settings
IP Mode :

ol ]

Static IP v

IP Address : I 192 . 168 . 250 . 250

SubnetMask: | 255 . 255 . 0 . O

Bootloader Timeout :

Default Gateway: | 192 . 168 . 250 . 1

—

DEV/CE*MASTER’

Apply Changes |

Undo Changes I

Help l Close I

The IP Programming window will open.

B azic: Information

Device Mame :

MaAC Address

Serial Mumber ;

Device Status

Detection Type :

Metwork, Settings

|F kode
|F Address

Subnet kazk

Drefault Gateway

Bootloader Timeout

|Dievice 07:00:7E

|00: C0:4E:07:00: 7E

|5753-000111

|LOCAL

Led L

|Static P

| 192 . 168 .

43

o

| o192 . 168

A E

DDI\JI‘_

Device name may be changed to something more
user friendly such as the location the DeviceMaster
will be placed.

You may manually enter the Serial Number of the
DeviceMaster for future reference. The serial number
is not discoverable by PortVision DX.

Local indicates that the DeviceMaster is on the same
physical Ethernet segment as PortVision PortVision
DX and MAC mode communications will be used.

Set the IP Address, Subnet Mask and Default
Gateway to be compatible with your network. IP
Communications will be required for later

Change the IP information to match to the desired network. In this example, the IP address to be used will be
192.168.2.43 as my PC has IP address 192.168.2.10. Once the values have been entered, select ‘Apply Changes’ and
then select ‘Close’. The DeviceMaster will now reboot to set the new IP information.




The new IP address should now display and the DeviceMaster should show as ON-LINE once PortVision DX refreshes
itself. You may also Right Click the DeviceMaster and select “Refresh Device” instead of waiting fo PortVision DX to poll.

L Portvision DX [‘5_<|

File Manage Mew Tools Help

T #E S S 83 -0 4

Scan Refresh | Properties  Save Load Upload Reboot  ‘Webpage  Motes Help About Exit

+ [ == scan Resuls [1]1]

IPORTVIS

(DX)

Mame ¢ Scan Resulks

Use menu or boolbar ko add notes in
this area.

A Device Name Model IP Address MAC Address Software Yersio Status
Device 07:00;7E -RT3-4P (DB3) 9z, 43 00:C0:4E:07:00:7E Sou r 5,00 OMN-LINE

Use menu or boolbar ko add notes in
this area.

Scan Resulks 1 |Ready

For Help, press F1

& [Device Mame Model IP &ddress MAC address Software Yersion | Status
ﬁ L4 Device 07:00:7E :RT3-4P (DBS) 2. 168 3 O0:C0:4E:07:00: 7FE SocketServer .00  OMN-LIME

Note the details displayed. The new IP address is now displayed. If any of the columns are blank, then PortVision DX is
not in full communications with the DeviceMaster. If this should be the case, please call Comtrol Tech Support at 1-763-

957-6000 and ask for your support representative.



Setting the Bootloader Timeout Value in the DeviceMaster
Back to top

If this is a new DeviceMaster with a new installation, skip this chapter and proceed to Updating the Firmware.
If this is an update of a previous installation, please continue.

Highlight the line item as shown (version numbers shown in screen shots will not be current)

& Portvision DX r._\ FE\ E|
File Manage View Tools Help
] A~ ¢ y — a -
= # 4 > -~ @ - O =
Scan Refresh | Properties  Save Load Upload  Reboot Webpage  Motes Help About Exit

#- == StanResuks[1/1]

IPORTVIS&%;

Name ; Scan Results

Rename Device
Maove Device
Delete Device

Use menu or toolbar ko add notes in
this area.

wieb Manager
Configure Device

Edit Device Maokes

m Load Configuration File

Sawe Configuration ko File

Refresh Device

Use menu or toolbar to add notes in

this area. Upload Firrware
Reboot Device

Change Detection Type

For Help, press F1 Scan Results 1 Ready SEIECt .l:\" Ctrl +4

Right Click on the DeviceMaster and select “Telnet / SSH Session” from the pop-up menu.

Telnet / SSH Settings X

Click “OK” leaving the Selected Port set to the default 23.

A Telnet window will open to a Password prompt as shown on the next page.

Please note: The following screen shots are shown using the telnet application included in WindowsXP.
PortVision Plus now includes PUTTY as the telnet application as there are now several versions of Windows that
do not, by default, install the telnet application. This difference will not affect the text seen in the window.



Please note: Version numbers displayed will be different than shown in these examples.

o[
Lid n
=H

If no password has been assigned, press the ‘Enter’ key. If a password has been assigned to this DeviceMaster enter the
password and press the ‘Enter’ key.

B[
Lad u
=H

You should now see something like the screen above. The prompt may indicate dm> or RedBoot>. Either prompt is
acceptable.

Type in Timeout 45, Press Enter




You should see the value confirmed

5
T~ B
(M)

Type in ‘q’ and press Enter

EIE
¢ <]
Fl "

The Telnet window will close.
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Updating the Firmware
Back to top

This procedure is based on the DeviceMaster being directly connected to the PC using an Ethernet cable. A standard
straight-through patch cord connected to the PC will be required. If the DeviceMaster has both an UP and DOWN
Ethernet port, connect the Ethernet cable to the DOWN port which has a crossover built into it. If the DeviceMaster has
only a single Ethernet port, it is smart enough to detect the type of cable used.

Please note: The SocketServer and NS-Link firmware files have been incorporated into a single bin (binary) file (called
socketserver-9.36.cmtl). By default, once loaded, the file will show SocketServer in both the web page and PortVision DX
until a driver begins communication with this particular DeviceMaster. Screen shots will show .bin extensions. Where ever
a .bin extension is seen, substitute .cmtl. The screen shots have not yet been updated to show this change.

Once a driver establishes communications, the firmware will now immediately indicate that it is NS-Link without the driver
having to upload a different firmware file to the DeviceMaster, or the DeviceMaster being rebooted, as in the past. This
provides much faster driver initialization and recovery times.

If SocketServer does not change to NS-Link, then a driver loaded in the PC is NOT in communication with the
DeviceMaster. (Additional information is included in the Firmware_ReadMe.txt)

Return to PortVision DX.

Your line item (highlighted entry) may be slightly different depending on the hardware, version of software,
IP address assigned, etc.

Highlight the line item and select the 'Upload’ icon from the launch bar.

m Port¥ision DX

File Manage Wiew Tools Help

';i;"'@/ﬁ#' ] -~ @ «

Scan Refresh | Properties  Sawve Help About Exit

+ [ -=7 scan Resuls [11]

IPORTVIS&%;

Mame ¢ Scan Resulks

Use menu or boolbar ko add notes in
this area.

A Device Mame Model IP Address MAC Address Software Yersion | Status
:00:7E EF!.T':'---'%F' (DB} 192, 3 00:C0:4E:07:00:7E 5,00 ON-LINE

Use menu o kaolbar to add notes in
this area,

Upload a new firmware into the selected deviceds) Scan Results |1 |1 |Ready

With the mouse hovering over the ‘Upload’ icon you will see displayed Upload Firmware

Path out to the SocketServer-9.36.cmtl file location.
NOTE: Upload the SocketServer-9.36.cmtl file FIRST! This is critical!
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Select 'Open' (note: screen shots will not show current versions)

Please locate the new firmware ...

Look ir: |L'f)Firmware j L] e Ed-
ﬁ =] boatloader-3.23.bin
L Sl:l ver-9,11.hi
My Recent \
Documents Type: BIN File T —]
?L' giazt.: Tﬂfﬁg 2{27/2013 10:16 AM \.
Deckton 7{ Remember, .bin is to be replaced by .cmtl
N A
=/

My Documents

My Computer

MPPrl*]ait;\'sork File name: |socketserver-9.1 1.bin j Open |
Files of type: |Firmware binary [*.bin ; * ulmage ; *.ipk) j Cancel
Read the confirmation message and select 'Yes'
Upload Firmware ... X

’T IMPORTAMT MOTES !
[

- This is & wery sensitive process and shouldr't be interrupted at all,
- &y access to this application will be blocked during the process,
- It is highly recammended that vou save the configuration of your
device(s) before uploading new firmware,
(Refer to PYDi help file for instructions)

Do wou wank ko upload firware to the selected Devicels) now?

During this process you may receive notifications from the Windows Operating System that
the Ethernet connection has been lost or that a network cable is unplugged.
This is normal and expected so please disregard these notices.

During the process of PortVision DX uploading the firmware you may see several pop-up dialog boxes informing you of
the state of the process.

Eebooting the dewvice

|

starting to burn the firmware banary to flash

]
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Once uploading has completed the following screen will show.

X)

Upload Firmware...

i If status of any device reads "Firmware Uploaded”,
' it is highly recommended not to use that device until it reads "CR-LINE",

Click 'OK'

If you now right click on the DeviceMaster and select “Refresh” from the pop-up menu, you may see the Software Version
show a version of Bootloader.

If this version is prior to 3.39, then the Bootloader file should be updated.

m Port¥ision DX

File Manage Wiew Tools Help

T # A S 8 8 w0 FA

Scan Refresh | Properties  Save Load Upload  Reboot  Wwebpage — Motes Help About Exit
+ - [==] ScanResults[1 /1]

IPORTVIS(m;

Mame : Scan Results

Use menu or toolbar ko add notes in
this area.

e —
A Device Mame | Maodel | IP Address | MAC Address /TSoFtware Yersion mms

Rename
Maove
Delete

Properties
Edit Motes

Use menu ot toolbar ko add notes in

this area, Webpage

Telnet f 55H Session

fdvanced 4
Configuration 3
Tracker 3

Help ...

|Refresh the selected device(s) ScanResults |1 |1 Ready

By default PortVision DX will only refresh itself every 120 seconds. You may manually refresh it as often as you like to see
the current status in order to see Bootloader displayed with its version number.
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Once the SocketServer-9.36.cmtl has uploaded you should see this screen. Note the highlighted line item details. The
Software Version column should now indicate SocketServer 9.36 and the status should be ON-LINE. Refresh as
necessary until the update is shown. (note: screen shots will not show current versions)

Port¥ision DX
File Manage Wiew Tools Help

] A~ ﬁ !} - - @ - ==
: L ,@ ¥ @ - 0

Scan Refresh | Properties  Save Load Upload Reboot  Webpage  Motes Help About Exit.
+[F=] ScanResults[1 1]

IPORTVIS&%;

Name : Scan Resulks

Use menu or toalbar ko add notes in
this area.

Model
RTS-4P (DBY)

MAC Address Software Yersion | Status
00:C0:4E:07:00:7E S Server 9.11 ON-LINE

19

Use menu or toolbar to add notes in
this area.

For Help, press FL Scan Results 1 |Ready

If the upload failed for any reason, repeat the process for SocketServer-9.36.cmtl until success is achieved.

NOTE! If the SocketServer-9.36.cmtl upload failed for any reason DO NOT ATTEMPT TO LOAD BOOTLOADER!
Immediately call Comtrol Technical Support at 763-957-6000 for instructions.

If the upload was successful, continue to the next step.

The procedure for uploading Bootloader is exactly the same as done with SocketServer. The only difference will be the
name of the file selected for upload.

Uploading of Bootloader should only be done when the DeviceMaster is directly connected from the network port on the
DeviceMaster to the network port on the PC. Failure to do it in this manner may result in a DeviceMaster that is no longer
usable and would need to be returned to Comtrol for reflashing. This is not the case with SocketServer. Do not attempt
uploading Bootloader across a WAN or wireless connection under any circumstance. If you find yourself in a situation
where firmware needs to be updated and when you cannot connect directly, you may see another method designed for
this in the document downloaded from this link:

ftp://ftp.comtrol.com/contribs/devicemaster/help files/firmware update tftp instructions.pdf
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ftp://ftp.comtrol.com/contribs/devicemaster/help_files/firmware_update_tftp_instructions.pdf

Highlight the line item in PortVision DX and select 'Upload Firmware’ from the launch bar.
Path to the Bootloader-3.39.cmtl file. (note: screen shots will not show current versions)

Please locate the new firmware ...

Look in: |L‘f} Firmmweare j |‘=j< B~

53 socketserver-2.11.0in W

ty Recent Twpe: BIN Fi
Documents Date Modified: 10 1 1:59 PM
;-[% Size: 154 KB

Dezkbop

Remember, .bin is to be replaced by .cmtl

)

My Documents

oL

My Coamputer
fly Metwork File hame: |b00t|0ader-3.23.bin ﬂ Open |
Flaces
Files of type: |Firmware binary [*.bin ; * ulmage ; ipk] ﬂ Caneel
Click 'Open’

Read the confirmation.

Upload Firmware ... X

’T IMPORTAMT MOTES !
[

- This is & wery sensitive process and shouldr't be interrupted at all,
- Ay access to this application will be blocked during the process.
- It is highly recammended that vou save the configuration of your
device(s) before uploading new firmware,
(Refer to PYDi help file for instructions)

Do wou wank ko upload firware to the selected Devicels) now?

Click 'Yes'

During this process you may receive notifications from the Windows Operating System that
the Ethernet connection has been lost or that a network cable is unplugged.

This is normal and expected so please disregard these notices.

You should see the status bar again in PortVision DX proceeding.

Once completed the following screen will show.

Upload Firmware...

3 If skatus of any device reads "Firmware Uploaded”,
it is highly recommended nok ko use that device until it reads “OMN-LINE",

Click 'OK'
Firmware Updates are now complete.
Repeat for additional DeviceMaster’s as necessary.
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Resetting the Timeout Value in the DeviceMaster to 15 seconds

Highlight the line item as shown.
mporl‘!ision DX

File Manage Wew Tools Help

Back to top

For Help, press F1

T S B 8 e T
= j > O e
Scan Refresh | Properties  Save Load Upload  Reboot  Webpage  Notes Help About Exit
# - [~=] ScanResults[1 /1]
IPORTVIS 5
(DX
Mame : Scan Resulks
Use menu or toolbar to add notes in
this area.
& Device Name Software Version | Status
BV Sockets 9,11 ON-LINE
Use menu or toolbar to add notes in
this area.

Scan Resulks

1 Ready

Double click on the DeviceMaster to open the Configure Device

Device 07:00: 7E - Properties

Tools Documentation ...

General | Software Settingsl Web Interface

DeviceMaster RTS 4-Port (DB9)

1o
= WWNETWORK—I

% 0 ‘ &
L= go@ =

1

o2 @
™ e

() (G
3

2

o

Basic Information

Device Name : [Device 07:00:7E
MAC Address : IUU:CU:4E:U7:UD: 7E
Serial Number : l875340001 1
Device Status : i—_]

Detection Type : m

Network Settings
IP Mode : |Static IP v . :
IPAddess: [ 192 . 168 . 2 . 43 DEV/CE*MASTER®
SubnetMask: | 255 . 2585 . 0 . O
Default Gateway: | 192 . 1688 . 0 . 1
Apply Changes l Undo Changes l Help | Close
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Change the Bootloader Timeout value to
15. (Optional: Setting this value to 1 will
speed up booting and recovery times in
the event of a reboot of the
DeviceMaster.)

Click “Apply Changes” and “Close”. The
new Bootloader Timeout setting will take
effect on

the next reboot of the DeviceMaster.

Repeat for additional DeviceMasters as
necessary.




Instructions Revision History
Back to top

Version 1.02

Replaced references of .bin to be .cmtl

Updated version numbers in text.

Added warnings about using PortVision DX 3.04 with .cmtl files

Version 1.01
8/8/2014
Changed the IP Configuration instructions.

Version 1.0
Initial release 12/10/2013

Mac Harned
Mac.harned@comtrol.com
Senior Technical Support Engineer
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