FreeWire Setup with SPR (Secure Port Redirector)

This document will show the setup, configuration and testing of a DeviceMaster FreeWire. This
document will start with the FreeWire using the ‘Factory Default’ settings.

When the DeviceMaster FreeWire is in its default state:
(To reset a DeviceMaster FreeWire to default settings, press the “Reset” button with a paper
clip for 15 seconds. The reset opening may be found next to the serial port DB9 connector.)

Change the IP address in your PC to be 192.168.250.251 with subnet of 255.255.0.0 as shown

here. The gateway and DNS values do not need to be entered.
(=2 et |

Internet Protocol Version 4 (TCP/IPv4) Properties

General

‘fou can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

Cbtain an IP address automatically

@) Use the following IP address:
IP address: 192 , 168 , 250 . 251
Subnet mask: 255.255. 0 . 0O

Default gateway:

Ahtain TINS server address aitomaticall
Obtain DMS server address automatical

@ Use the following DNS server addresses:
Preferred DNS server:

Alternate DNS server:

Validate settings upon exit | [— |

I [ OK ] | Cancel | I

The FreeWire will be initially configured using the hardwired Ethernet port.
Attach an Ethernet cable directly from the PC Ethernet port to the FreeWire Ethernet port.

Open the web page of the FreeWire (default IP address: 192.168.250.250) password = access
o —as=h eS|

& hitp://192.168.250.250 £ - 26| & comtroiz30 7 . Ak
Comtrol 31300-7
ia Server Info
System Name: CMT2700C0O

Language
English System Description: Comtrol 31300-7

Chinese(Simplified)

Francais
Deutsch
Italiano

System Location:
System Contact:

Serial Number:

1300-000193

Japanese Ethernet Address: 00-C0-4E-27-00-C0
Espaiiol Firmware Version: TSSS5-1.46 (2011.01.03)
Active Encryption Mode Disabled

Status of port S1:

Active Wireless Authentication Type Open System

Job Queue: No jobs active

115200 baud,
0 bytes transmitted, 0 bytes received
0 framing errors, 0 parity errors, 0 overrun errors

No parity, 8 bits, 1 stop, No flow

hittp://192.168.250.250/login.hti?access=&prot=&language=0 }»
v

Click on Login in the left panel.




) € hiip://192168.250.250/login O ~ B 2 Comtrol 31300-7 | YRR LE

Server Info
Login

Language

English Network Card Access Passw
Chinese(Simplified)

Francais

Deutsch

3

Italiano
Japanese
Espaiiol

Enter “access” (without quotes, all in lower case) and press enter.

Once logged in you should have these options in the left side panel:

<)
192.168.250.250/ login o-RB GJ| & Comtrol 313007 ' : b 2.
Server Info ~
Server Setlings
1/O Port
/0 Services
TCRIP System Name: CMT2700C0
oA System Description: Comtrol 31300-7
Wireless System Location:
Sadm System Contact:
Logout Serial Number: 1300-000193
Language Ethernet Address: 00-C0-4E-27-00-CO
English Firmware Version: TS858-1.46 (2011.01.03)
Chinese Active Encryption Mode Disabled

(Simplified)
Francais
Deutsch

Active Wireless Svste,
Authentication Type oS

ltaliano Job Queue: No jobs active

Japanese Status of port S1:

Espaiol 115200 baud, No parity, 8 bits, 1 stop, No flow

0 bytes transmitted, 0 bytes received
0 framing errors, 0 parity errors, 0 overrun errors

Iick on "Wireless"



Here are the defaults:

Server Info
Server Setfings
1/0 Port

/0 Services
TCPIP
PrintraNet
Wireless

Radio

Admin Channel Scan Mask || Cgnfi Channel Scan Mask
peastl |E.erﬁerv ‘ ?
Language Network Security Configure Network Security
English
Chinese(Simplified) Channel 11 v ?
Francais -

Country [United States v| ?
Deutsch b
taliano Transmit Power ?
Japanese
Espaiiol Speed 0 Mbps

Signal Quality Disable

This page allows you to modify the Wireless parameters. A

Channel

Change the Mode = Infrastructure
Change the SSID = whatever your Access Point is configured for (this demonstration uses
‘FreeWire”)

Channel = whatever your Access Point uses (this demonstration uses the default of 11)

At bottom of page, click on "Submit"

Server Info
Server Setlings
1/Q Port

/0 Services
TCPAP
PrintraNet
Wireless
Admin Channel Scan Mask || Configure Channel Scan Mask
Logout .

Radio

SSID ‘ ?
Language Network Security “onlig ecurity
English
Chinese(Simplified) Channel 11w 2
Francais

i Country [United States v ?

Deutsch :
flakang Transmit Power ?
Japanese
Espaiiol Speed 0 Mbps

Signal Quality Disable

Thus page allows you to modify the Wireless parameters. A

Channel




Server Info
Server Setfings
10 Port

| /0 Services
TCPAP
PrintraNet
Wireless
Admin
Lagout

Language

English
Chinese(Simplified)
Francais

Deutsch

ltaliano

Japanese

Espariol

take effect.

245300 0 - B ¢ || & Comtrol 31300-7 : 2 Comtrol 21200-7 i TR
Mode INFRASTRUCTURE v
Radio 802 11b-g v i )

Channel Scan Mask || Configure Channel Scan Mask

SSID |FreeWire ‘ ‘ ? ‘

Network Security Configure Network Security

Channel 11w

Country [United States v|

Transmit Power

Speed 0 Mbps

Signal Quality Disable l

Configuration has been modified. The unit must be reset for new values to take effect.

Butwpduroduveesivl

Server Info
Server Settings
/0 Port

/O Services
TCPAP
PrintraNet
Wireless
Admin

Logout

Language
English

& http://192.168.250.250  reset.hti?acc

Click on the notice: Configuration has been modified. The unit must be reset for new values to

ess=B62A53COF520 O ~ B ¢ || & Comtrol 31300-7 | © Comtrol 31300-7

To reset the server, click on 'submit’
NOTE: Any jobs in progress will be aborted and may be
truncated

=y

Click on “Submit” to apply changes and reboot the FreeWire.

You will be presented the notice: The server will reset in 5 seconds. The HTTP connection will
be unavailable while the server resets. Please wait several seconds before trying to reestablish a

connection

Open the web page again using the 192.168.250.250 IP address.

Login

Return to the ‘Wireless’ page.


file://sidewinder/users/Mac/my%20documents/Comtrol/contrib%20help%20files/FreeWire%20and%20SPR%20Setup/reset.hti%3faccess=B62A53C0F5201B39&prot=&language=0
file://sidewinder/users/Mac/my%20documents/Comtrol/contrib%20help%20files/FreeWire%20and%20SPR%20Setup/reset.hti%3faccess=B62A53C0F5201B39&prot=&language=0
file://sidewinder/users/Mac/my%20documents/Comtrol/contrib%20help%20files/FreeWire%20and%20SPR%20Setup/reset.hti%3faccess=B62A53C0F5201B39&prot=&language=0

Click on "Configure Network Security"

ififrm.hti?acces

- . | -
BS P~ BC || & Comtrol 31300-7 2 Comtrol 31300-7

| &
10 Port

_ :
/0 Services

TCPAP Mode INFRASTRUCTURE 7

Server Info
Server Setfings

PrintraNet Radio 802.11b-g v ?
Wireless
Admin Channel Scan Mask | Configure Channel Scan Mask
Logout SSID FreeWire ?
Language Network Security Configure Network Security
English
Chinese(Simplified) Channel 11w 7
Pl Country [United Stat v| ?
Deutsch ountry nited States 7
lfakang Transmit Power ?
Japanese
Espaiiol Speed 0 Mbps v
Cirral Mhannlite Ninnhia
This page allows you to modify the Wireless parameters. A
Channel
Enter the desired 80211 channel to be used on your network. The channel number only applies to
AD_HOC mode. In Infrastructure, the access point determines the channel used.
v

http://192.168.250.250/ wifisecfrm.htifaccess=C58836 COB5318F18 & prot=&language=0 |

=
= Comtrol 31300-7

| =

Server Info ~
Server Setfings
/0 Port

/0 Services
TCPAP

Active Encryption Mode Dhsabled

PrintraNet Encryption Mode Disabled  w ?
Wireless
Admin Key Selection ?
Lagout | |
Language - | |
English WEP Key ] | ?
Chinese(Simplified) )
Francais - | |
Deutsch
ltaliano Active Wireless Authentication Type | Open System
Japan“ese Wireless Authentication Type Open System w ?
Espariol
Wired Authentication Type ?
Authentication Attempts D ? v
~
Encryption Mode
Select the desired encryption mode for the wireless link v

efaults are shown in this window.



T - (e

LB & hiip://192.168.2191 /wifisecfm.htitaccess=464 O + B | @ Comtrol 312007 fr X &t

Server Info

Server Settings

11O Port

11O Services Active E ion Mod

TCPIP ctive Encryption Mode

PrintraNet Encryption Mode ?

Wireless

Admin Key Selection 2

Logout |

Language |

English WEP Key | 7

Chinese(Simplified)

Francais |

Deutsch

lakano Active Wireless Authentication Type || PSK

Japarlese Wireless Authentication Type ‘li 7

Espafiol S —
Wired Authentication Type ?
Authentication Attempts D 7
User ID |anonymous | 7
Password | | ?
Authentication Protocol PAP v 7
PSK ?
Authentication Server Certificate Configure Authentication Server Certificate
SSL/TLS Private Key Configure Private Key

:

Encryption mode = WPA

Wireless Authentication Type = PSK

Authentication protocol = PAP

PSK = (Pre-shared key) Whatever is used with your Wireless Access Point

At bottom of page, click on "Submit"
New line "Configuration has been modified. The unit must be reset for new values to take
effect.” Click this to reboot FreeWire.


file://sidewinder/users/Mac/my%20documents/Comtrol/contrib%20help%20files/FreeWire%20and%20SPR%20Setup/reset.hti%3faccess=B62A53C0F5201B39&prot=&language=0
file://sidewinder/users/Mac/my%20documents/Comtrol/contrib%20help%20files/FreeWire%20and%20SPR%20Setup/reset.hti%3faccess=B62A53C0F5201B39&prot=&language=0

Open the web page again using the 192.168.250.250 IP address.
Login

In right hand panel click on TCP/IP

= | B |
2 Comtrol 31300-7 | @ Comtrol 313007 {07 2053
| |
Server Info ~
Server Settings
110 Port
WO SEiviInS _ .
TCPP TCP/IP (® Enable O Disable
PrintraNet . CMT2700C0_S1 A
Wireless Enabled Services CMT2700C0_S1_B ?
Admin
Logout IP Address |192.168.2.192
Subnet Mask |255.255.0.0
Language
English IP Address Gateway 7
Chinese(Simplified) Boot Method |STATIC v
Francais .
i Boot Tries |3
Deutsch
Italiano
Ty [] No Subnet Mask
Espaiiol RARP Boot Settings [] No Gateway 7
W
Set address with ARP/Ping
This page allows you to modify the TCP/IP parameters A
NOTE: If you disable the IP protocol, you will be unable to configure
the server using the web
Enabled Services v
atil { ] =nahled tn he need with TOPTP haced nrotoral

et IP address and Subnet Mask
Optionally set the Gateway

At bottom of page, click on "Submit"



T
@ hitp://192.168.2192/tcpframe. hi?access=2D0F2FB1D8 O -~ B C || @& Comtrol 31300-7 : 2 Comtrol 313007 ‘ o KR
Apphcations Enabled HIIPS WT PUP3 WT SMIP
Server Info ¥ SNMP ] DNS TFTP
Server Settings
110 Port ECHO
H - .
110 Services .
| Sernvices TCP Window 10240 ?
TCPP
PrintraNet TCP Timeout ?
Wireless
Admin LPD Setti [] LPD Banner Enable
L t ettings 7
ogou [] LPD Retry Enable
Language . . .
Keepalive Timer -1 min
English P
Chinese(Simplified) Probe Idle Connections | ) Enable ® Disable 7
Francais
Deutsch Access Control Configure IP Access Control
Italiano DNS Configure DNS
Japanese

This page allows yvou to modify the TCP/IP parameters

NOTE: If vou disable the IP protocol, vou will be unable to configure
the server using the web

http://192,168.2.192/tcp_update Enabled Services
he carricse licted are snahled to he need with TOCPTP haced nratocol

New line "Configuration has been modified. The unit must be reset for new values to take
effect.” Click this to reboot FreeWire.

These are all of the changes that MUST be completed. Other tweaks may be necessary
depending on your environment. This is to show a basic and quick setup. This document will
not cover other configuration options. To find definitions of the options, you will notice the
window is broken into two horizontal panels. The lower panel will provide help for the
configuration options.


file://sidewinder/users/Mac/my%20documents/Comtrol/contrib%20help%20files/FreeWire%20and%20SPR%20Setup/reset.hti%3faccess=B62A53C0F5201B39&prot=&language=0
file://sidewinder/users/Mac/my%20documents/Comtrol/contrib%20help%20files/FreeWire%20and%20SPR%20Setup/reset.hti%3faccess=B62A53C0F5201B39&prot=&language=0

Here you can see the lower panel example for the wireless settings:

=NPCE X
2 Comtrol 31300-7 : & Comtrol 31300-7 ‘ | A
Server Info ~
Server Settings
110 Port
110 Services N
PrintraMet Radio 802.11b-g v ?
Wireless
Admin | Channel Scan Mask || Configure Channel Scan Mask
L t
90u SSID [FreeWire ?
ST Network Security Configure Network Security
English
Chinese(Simplified) Channel ” 11w ” 7 |
Frrs This page allows you to modify the Wireless parameters.
Deutsch
Italiano Channel
Japanese Enter the desired 802.11 channel to be used on vour network. The channel number only applies to
Espaiiol AD HOC mode. In Infrastructure, the access point determines the channel used.
SSID
The Service Set Identifier 1s used by stations to select the access point with which to communicate.
Mode
For Mode, AD-HOC means the wireless network 15 composed of stations without access pomnts. 802.11
AD-HOC mode means that all of the stations on the network are IEEE 802.11 compliant.
INFRASTRUCTURE mode means all data i1s being passed through a central access point.

You may also click on the ‘?” on the right side of the configuration value in order to have the
specific help displayed in the lower panel.

Set the IP address of your PC back to what it should be.
Disconnect the Ethernet cable and see if you can open the web server in the FreeWire by
opening a web browser and entering the IP address you programmed.



Now that the wireless side has been configured we will setup SPR to use the serial port.

Install and launch SPR (Secure Port Redirector)

re Port Hﬂdiw - www.comtrol.com . el

Prograrn  Port  Settings  Help
: Fr N
e i)

" ornpLiber R

lick on the ‘Green Plus’

Start by adding the port to the SPR (Secure Port Redirector). Be sure that you do not select an
existing com number as SPR (Secure Port Redirector) will allow doing so, but that com number
will not work.

. N
Add Virtual Serial P§rt o

Add Virtual Serial Port

YWirtual serial port;

COM2 v][[ Aevanced. .
Connection type

i@ Cliert (7 Server

Remate P address or computer name:
192168.2.192

TCP-part:
5200 =

\ | oK N\Eancel |

nter the IP address of tNe DeviceMaster
Set the TCP-port to 9200
Click the Advanced button:




r )
Virtual Serial Port Properties M

Extra Strings I Settings I S50 Security
General | Protocol | Connection Settings

......................................

(") Raw data
Virtual senal port
CTS D5

set signals:
DCD RING

() Telmet (RFCZ217 with

Select the Telnet (RFC2217) option

Click OK here to exit the Advanced options and click OK again to close the ‘Add Virtual SP’
dialog

i
3.l Secure Port Redirector - www C=Ra=a X

Program Port  Settings Help

AR O

I 'a by Computer
R COM2 - 192.168.2.192 ; 9200 [RFC2217) - Dizabled

hange it from “Disabled” to “Enabled” by clicking the ‘Power’ icon on the launch bar



This indicates that the serial port is not currently in use.

Prograrn  Port  Settings  Help

A0 e

Q ty Computer

This shows arjactive connectiorj from the Test Terminal application.
Note the “Green Dot” and “Connected”



Now the serial port is ready to be tested.

DeviceMaster Serial Port Testing

Test the serial ports using the Test Terminal app in the PortVision Program and the Loopback plug provided with the
hardware. If the testing does not complete successfully, then | recommend that you give our tech support group a call at
763-957-6000.

If you need to create a loopback plug you can download the instructions at
ftp://ftp.comtrol.com/RPort/HW_doc/L oopback/2000042_A.pdf

Comtrol's utilities for Ethernet connected products are included with the PortVision application from the "Tools' menu.

Stop all applications that may be accessing the ports such as RAS, RRAS or any faxing or production software. See the
appropriate manuals for instructions on stopping these services or applications. If another application is controlling the
port, then Test Terminal will be unable to open the port and an error message will be shown.

Remember to restart the application once testing of the ports has been completed.

Testing The Comtrol ports.

1a.) From the Tools>Applications' drop-down menu in PortVision, select Test Terminal (WCOM2))

2a.) Port>openport>ComX (where X is the com port number to test)

3a.) Attach the Comtrol supplied loopback plug onto the serial port of the controller

4a.) Port>openport>send test data

5a.) You should see the alphabet scrolling across the port. If so, then the port installed properly and is operational.
6a.) Port>openport>send test data (data should stop)

7a.) Port>openport>loopback test (This is a pass fail test and will take a second or two to complete)

8a.) Repeat for each port that needs testing.

9a.) Close test terminal

If both of these tests successfully complete, then the port is operational as expected.
Close Test Terminal and start the application that will be using the serial ports.

There are, as you have seen, two tests in the Test Terminal and | will describe both.

Send Test Data: The is simply sending data out the transmit line to the 'Loopback’ plug which has the transmit and receive
pins connected thus sending the data back through the Receive line to the Test Terminal app which then displays the
received data in the terminal window for that port. The send test data test is only testing the transmit and receive signal
lines and nothing else. This test will work in either RS232 or RS422 modes as both modes have transmit and receive
capability. A failure in this test will essentially prevent the port from working in any manner.

Loopback Test: This test using the Comtrol supplied loopback is testing all of the modem control signals, RTS, DTR,
CTS, DSR and CD. When a signal is made HI in one line the corresponding signal line will indicate this. The Loopback
test changes the state of the lines and looks for the corresponding state change. It will then send certain commands and
confirm the transmission and receipt of these commands. If it successfully recognizes all of these changes, the port passes.
A failure on this test is not necessarily critical, as it will depend on what is connected and how many signal lines are in
use. For example, if you are using RS232 in 3-wire mode (Transmit, Receive and Ground) a failure will cause no
discernable issue since the other signals are not being used. If the port is configured in some products for use as either
RS422 (or RS485) this test will fail and is expected to fail since RS422 (and RS485) do not have the modem control
signals that are present in RS232 that this test is designed for.


ftp://ftp.comtrol.com/RPort/HW_doc/Loopback/2000042_A.pdf

