How to open ports in Win7 Firewall

Open the Firewall from ControlPanel > Windows Firewall.
In the left side panel select Advanced Settings

The advanced settings should look something like this:
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Rule Type
Select the type of firewall rule to create:

Steps:

» Rule Type What type of rule would you like to create?

# Protocol and Ports

() Program

@ Action
° Profile Rule that contrals connections for a program
@ Name (®) Port

Rule that cortrols connections for a TCP or UDP port.

) Predefined:
BranchCache - Content Retrieval (Uses HTTP)
Rule that controls connections for a Windows experience.
) Custom
Custom nule
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A ‘Port’ rule should be created.
Click Next
& New Inbound Rule Wizard
Protocol and Poris
Specify the protocols and ports to which this rule applies
Steps:
s Aule Type Dioes this rule apply to TCP or UDP?
# Protocol and Ports
@ Action
@ Profile
@ Neme Dioes this rule apply to all local ports or spectic local ports?

() All local ports
® Specific local ports: 4606, 4607
Example: 80, 443, 5000-5010
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In this case we want TCP and Specific local ports.
For the Specific local ports: enter 4606 and 4607 separated by a comma.

Click Next



& New Inbound Rule Wizard
Action

Specify the action to be taken when a connection matches the conditions specified in the nule

Steps:

s Aule Type What action should be taken when a connection matches the specfied condtions?

# Protocol and Ports

@ Allow the connection

2 S This includes connections that are protected with |Psec as well as those are not.
» Profile B

() Allow the connection if it is secure
» MName

This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in IPsec properties and nules in the Connection Security
Rule node:

() Block the connection
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We want to “Allow the connection
Click Next
& New Inbound Rule Wizard
Profile
Specify the profiles for which this nule applies
Steps:
s Aule Type When does this rule apply?
# Protocol and Ports
» Action Domain
s Profile Applies when a computer is connected to its corporate domain.
» Name Private
Applies when a computer is connected to a private network location, such as a home
orwork place.
Public

Applies when a computer is connected to a public network location.
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Select the appropriate options here. Normally all three options would be checked.
Click Next
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New Inbound Rule Wizard

Specify the name and description of this ne

Steps:
@ FRule Type

@ Protocol and Ports
@ Action

@ Profile

-

Name

Name
DeviceMaster Driver and PortVision

Description (optional);

DeviceMaster is port 4607]

DeviceMaster Driver and PortVision both use 4606. The diagnostic port of the
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Supply a name for the rule. Here we entered DeviceMaster and PortVision.
The Description is optional but for future reference it may be helpful.
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The new rule should now be displayed at the top of the center panel and also in the right

side panel.

Close the Advanced settings.




